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Important Notices and Disclaimers Concerning IEEE Standards Documents

IEEE documents are made available for use subject to important notices and legal disclaimers. These notices and
disclaimers, or a reference to this page, appear in all standards and may be found under the heading “Important Notices
and Disclaimers Concerning IEEE Standards Documents.” They can also be obtained on request from IEEE or viewed at
http://standards.ieee.org/IPR/disclaimers.html.

Notice and Disclaimer of Liability Concerning the Use of IEEE Standards Docu-
ments

IEEE Standards documents (standards, recommended practices, and guides), both full-use and trial-use, are developed
within IEEE Societies and the Standards Coordinating Committees of the IEEE Standards Association (“IEEE-SA”)
Standards Board. IEEE (“the Institute”) develops its standards through a consensus development process, approved by
the American National Standards Institute (“ANSI”), which brings together volunteers representing varied viewpoints
and interests to achieve the final product. IEEE Standards are documents developed through scientific, academic, and
industry-based technical working groups. Volunteers in IEEE working groups are not necessarily members of the
Institute and participate without compensation from IEEE. While IEEE administers the process and establishes rules to
promote fairness in the consensus development process, IEEE does not independently evaluate, test, or verify the
accuracy of any of the information or the soundness of any judgments contained in its standards.

IEEE Standards do not guarantee or ensure safety, security, health, or environmental protection, or ensure against
interference with or from other devices or networks. Implementers and users of IEEE Standards documents are
responsible for determining and complying with all appropriate safety, security, environmental, health, and interference
protection practices and all applicable laws and regulations.

IEEE does not warrant or represent the accuracy or content of the material contained in its standards, and expressly
disclaims all warranties (express, implied and statutory) not included in this or any other document relating to the
standard, including, but not limited to, the warranties of: merchantability; fitness for a particular purpose; non-
infringement; and quality, accuracy, effectiveness, currency, or completeness of material. In addition, IEEE disclaims
any and all conditions relating to: results; and workmanlike effort. IEEE standards documents are supplied “AS IS” and
“WITH ALL FAULTS.”

Use of an IEEE standard is wholly voluntary. The existence of an IEEE standard does not imply that there are no other
ways to produce, test, measure, purchase, market, or provide other goods and services related to the scope of the IEEE
standard. Furthermore, the viewpoint expressed at the time a standard is approved and issued is subject to change
brought about through developments in the state of the art and comments received from users of the standard.

In publishing and making its standards available, IEEE is not suggesting or rendering professional or other services for,
or on behalf of, any person or entity nor is IEEE undertaking to perform any duty owed by any other person or entity to
another. Any person utilizing any IEEE Standards document, should rely upon his or her own independent judgment in
the exercise of reasonable care in any given circumstances or, as appropriate, seek the advice of a competent
professional in determining the appropriateness of a given IEEE standard.

IN NO EVENT SHALL IEEE BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL,
EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO: PROCUREMENT OF
SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION)
HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT
LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE
PUBLICATION, USE OF, OR RELIANCE UPON ANY STANDARD, EVEN IF ADVISED OF THE POSSIBILITY
OF SUCH DAMAGE AND REGARDLESS OF WHETHER SUCH DAMAGE WAS FORESEEABLE.

Translations

The IEEE consensus development process involves the review of documents in English only. In the event that an [EEE
standard is translated, only the English version published by IEEE should be considered the approved IEEE standard.
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Official statements

A statement, written or oral, that is not processed in accordance with the IEEE-SA Standards Board Operations Manual
shall not be considered or inferred to be the official position of IEEE or any of its committees and shall not be considered
to be, or be relied upon as, a formal position of IEEE. At lectures, symposia, seminars, or educational courses, an
individual presenting information on IEEE standards shall make it clear that his or her views should be considered the
personal views of that individual rather than the formal position of IEEE.

Comments on standards

Comments for revision of IEEE Standards documents are welcome from any interested party, regardless of membership
affiliation with IEEE. However, IEEE does not provide consulting information or advice pertaining to IEEE Standards
documents. Suggestions for changes in documents should be in the form of a proposed change of text, together with
appropriate supporting comments. Since IEEE standards represent a consensus of concerned interests, it is important that
any responses to comments and questions also receive the concurrence of a balance of interests. For this reason, [IEEE
and the members of its societies and Standards Coordinating Committees are not able to provide an instant response to
comments or questions except in those cases where the matter has previously been addressed. For the same reason, IEEE
does not respond to interpretation requests. Any person who would like to participate in revisions to an IEEE standard is
welcome to join the relevant IEEE working group.

Comments on standards should be submitted to the following address:

Secretary, IEEE-SA Standards Board
445 Hoes Lane
Piscataway, NJ 08854 USA

Laws and regulations

Users of IEEE Standards documents should consult all applicable laws and regulations. Compliance with the provisions
of any IEEE Standards document does not imply compliance to any applicable regulatory requirements. Implementers of
the standard are responsible for observing or referring to the applicable regulatory requirements. IEEE does not, by the
publication of its standards, intend to urge action that is not in compliance with applicable laws, and these documents
may not be construed as doing so.

Copyrights

IEEE draft and approved standards are copyrighted by IEEE under U.S. and international copyright laws. They are made
available by IEEE and are adopted for a wide variety of both public and private uses. These include both use, by
reference, in laws and regulations, and use in private self-regulation, standardization, and the promotion of engineering
practices and methods. By making these documents available for use and adoption by public authorities and private
users, IEEE does not waive any rights in copyright to the documents.

Photocopies

Subject to payment of the appropriate fee, IEEE will grant users a limited, non-exclusive license to photocopy portions
of any individual standard for company or organizational internal use or individual, non-commercial use only. To
arrange for payment of licensing fees, please contact Copyright Clearance Center, Customer Service, 222 Rosewood
Drive, Danvers, MA 01923 USA; +1 978 750 8400. Permission to photocopy portions of any individual standard for
educational classroom use can also be obtained through the Copyright Clearance Center.
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Updating of IEEE Standards documents

Users of IEEE Standards documents should be aware that these documents may be superseded at any time by the
issuance of new editions or may be amended from time to time through the issuance of amendments, corrigenda, or
errata. An official IEEE document at any point in time consists of the current edition of the document together with any
amendments, corrigenda, or errata then in effect.

Every IEEE standard is subjected to review at least every ten years. When a document is more than ten years old and has
not undergone a revision process, it is reasonable to conclude that its contents, although still of some value, do not
wholly reflect the present state of the art. Users are cautioned to check to determine that they have the latest edition of
any IEEE standard.

In order to determine whether a given document is the current edition and whether it has been amended through the
issuance of amendments, corrigenda, or errata, visit the IEEE-SA Website at http://ieeexplore.ieee.org or contact IEEE
at the address listed previously. For more information about the IEEE SA or IEEE’s standards development process,
visit the IEEE-SA Website at http://standards.ieee.org.

Errata

Errata, if any, for all IEEE standards can be accessed on the IEEE-SA Website at the following URL: http:/
standards.ieee.org/findstds/errata/index.html. Users are encouraged to check this URL for errata periodically.

Patents

Attention is called to the possibility that implementation of this standard may require use of subject matter covered by
patent rights. By publication of this standard, no position is taken by the IEEE with respect to the existence or validity of
any patent rights in connection therewith. If a patent holder or patent applicant has filed a statement of assurance via an
Accepted Letter of Assurance, then the statement is listed on the IEEE-SA Website at http://standards.ieee.org/about/
sasb/patcom/patents.html. Letters of Assurance may indicate whether the Submitter is willing or unwilling to grant
licenses under patent rights without compensation or under reasonable rates, with reasonable terms and conditions that
are demonstrably free of any unfair discrimination to applicants desiring to obtain such licenses.

Essential Patent Claims may exist for which a Letter of Assurance has not been received. The IEEE is not responsible for
identifying Essential Patent Claims for which a license may be required, for conducting inquiries into the legal validity
or scope of Patents Claims, or determining whether any licensing terms or conditions provided in connection with
submission of a Letter of Assurance, if any, or in any licensing agreements are reasonable or non-discriminatory. Users
of this standard are expressly advised that determination of the validity of any patent rights, and the risk of infringement
of such rights, is entirely their own responsibility. Further information may be obtained from the IEEE Standards
Association.
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Introduction

This introduction is not part of IEEE Std 802.11-2016, IEEE Standard for Information technology—
Telecommunications and information exchange between systems—Local and metropolitan area network—Specific
requirements—Part 11: Wireless LAN Medium Access Control (MAC) and Physical Layer (PHY) Specifications.

This revision gives users, in one document, the IEEE 802.11 standard for wireless local area networks
(WLANS) with all of the amendments that have been published to date.

Incorporating published amendments

The original standard was published in 1997, revised in 1999 with MIB changes, and reaffirmed in 2003.

A revision was published in 2007, which incorporated into the 1999 edition the following amendments:

IEEE Std 802.11a™-1999: High-speed Physical Layer in the 5 GHz Band (Amendment 1)

IEEE Std 802.11b™-1999: Higher-Speed Physical Layer Extension in the 2.4 GHz Band
(Amendment 2)

IEEE Std 802.11b-1999/Corrigendum 1-2001: Higher-speed Physical Layer (PHY) extension in the
2.4 GHz band (Corrigendum 1 to Amendment 2)

IEEE Std 802.11d™-2001: Specification for operation in additional regulatory domains
(Amendment 3)

IEEE Std 802.11g™-2003: Further Higher Data Rate Extension in the 2.4 GHz Band (Amendment
4)

IEEE Std 802.11h™-2003: Spectrum and Transmit Power Management Extensions in the 5 GHz
band in Europe (Amendment 5)

IEEE Std 802.11i™-2004: Medium Access Control (MAC) Security Enhancements (Amendment 6)
IEEE Std 802.11j™-2004: 4.9 GHz—5 GHz Operation in Japan (Amendment 7)

IEEE Std 802.11e™-2005: Medium Access Control (MAC) Quality of Service Enhancements
(Amendment 8)

A revision was published in 2012, which incorporated into the 2007 revision the following amendments:

IEEE Std 802.11k™-2008: Radio Resource Measurement of Wireless LANs (Amendment 1)
IEEE Std 802.11r™-2008: Fast Basic Service Set (BSS) Transition (Amendment 2)

IEEE Std 802.11y™-2008: 3650-3700 MHz Operation in USA (Amendment 3)

IEEE Std 802.11w™-2009: Protected Management Frames (Amendment 4)

IEEE Std 802.11n™-2009: Enhancements for Higher Throughput (Amendment 5)

IEEE Std 802.11p™-2010: Wireless Access in Vehicular Environments (Amendment 6)
IEEE Std 802.11z™-2010: Extensions to Direct-Link Setup (DLS) (Amendment 7)

IEEE Std 802.11v™-2011: Wireless Network Management (Amendment &)

IEEE Std 802.11u™-2011: Interworking with External Networks (Amendment 9)

IEEE Std 802.11s™-2011: Mesh Networking (Amendment 10)

This revision is based on IEEE Std 802.11-2012, into which the following amendments have been
incorporated:

IEEE Std 802.11ae™-2012: Prioritization of Management Frames (Amendment 1)

IEEE Std 802.11aa™-2012: MAC Enhancements for Robust Audio Video Streaming
(Amendment 2)
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— IEEE Std 802.11ad™-2012: Enhancements for Very High Throughput in the 60 GHz Band
(Amendment 3)

— IEEE Std 802.11ac™-2013: Enhancements for Very High Throughput for Operation in Bands
below 6 GHz (Amendment 4)

— IEEE Std 802.11af™-2013: Television White Spaces (TVWS) Operation (Amendment 5)

Technical corrections, clarifications, and enhancements

In addition, this revision specifies technical corrections and clarifications to IEEE Std 802.11 as well as
enhancements to the existing medium access control (MAC) and physical layer (PHY) functions. In
addition, this revision removes some features previously marked as obsolete and adds new indications of
other obsolete features.
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Renumbering of clauses and annexes

The numbering of certain clauses and annexes has been modified since IEEE Std 802.

The evolution of this numbering is shown in Figure i.
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Figure i—The evolution of numbering in IEEE Std 802.11
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Part 11: Wireless LAN Medium Access Control
(MAC) and Physical Layer (PHY) Specifications

1. Overview

1.1 Scope

The scope of this standard is to define one medium access control (MAC) and several physical layer (PHY)
specifications for wireless connectivity for fixed, portable, and moving stations (STAs) within a local area.

1.2 Purpose

The purpose of this standard is to provide wireless connectivity for fixed, portable, and moving stations
within a local area. This standard also offers regulatory bodies a means of standardizing access to one or
more frequency bands for the purpose of local area communication.

1.3 Supplementary information on purpose

Specifically, in the context of IEEE 802.11™-compliant devices, this standard

— Describes the functions and services required by a device to operate within independent, personal,
and infrastructure networks as well as the aspects of device mobility (transition) within those
networks.

—  Describes the functions and services that allow a device to communicate directly with another such
device outside of an independent or infrastructure network.

—  Defines the MAC procedures to support the MAC service data unit (MSDU) delivery services.
—  Defines several PHY signaling techniques and interface functions that are controlled by the MAC.

—  Permits the operation of a device within a wireless local area network (WLAN) that coexists with
multiple overlapping IEEE 802.11 WLANS.

—  Describes the requirements and procedures to provide data confidentiality of user information and
MAC management information being transferred over the wireless medium (WM) and
authentication of devices.

—  Defines mechanisms for dynamic frequency selection (DFS) and transmit power control (TPC) that
may be used to satisfy regulatory requirements for operation in any band.
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—  Defines the MAC procedures to support local area network (LAN) applications with quality-of-
service (QoS) requirements, including the transport of voice, audio, and video.

— Defines mechanisms and services for wireless network management of devices that include BSS
transition management, channel usage and coexistence, collocated interference reporting,
diagnostic, multicast diagnostic and event reporting, flexible multicast, efficient beacon
mechanisms, proxy ARP advertisement, location, timing measurement, directed multicast, extended
sleep modes, traffic filtering, and management notification.

—  Defines functions and procedures aiding network discovery and selection by devices, information
transfer from external networks using QoS mapping, and a general mechanism for the provision of
emergency services.

—  Defines the MAC procedures that are necessary for wireless multi-hop communication to support
wireless LAN mesh topologies.

—  Defines medium access control mechanisms to support the prioritization of Management frames.

—  Defines mechanisms to improve audio video (AV) streaming QoS while maintaining data and voice
performance.

— Defines the PHY signaling, MAC, and beamforming procedures required for operation with
directional antenna patterns.

1.4 Word usage

In this document, the word shall is used to indicate a mandatory requirement. The word should is used to
indicate a recommendation. The word may is used to indicate a permissible action. The word can is used for
statements of possibility and capability.

The construction “x to y” or “x-y” represents an inclusive range (i.e., the range includes both values x and y).
The construction “up to y” represents an inclusive upper bound (i.e., the range includes the value y).

Any action specified as relating to a SAP primitive is to be interpreted as an action on an invocation or
instance of that primitive.

If <x> represents a scalar field, scalar subfield, scalar parameter or scalar MIB attribute:

— if “<x>is” is used in a context that relates to the testing or setting the value of “<x>" this usage is to
be interpreted as though written “the value of <x> is”

— “<x>indicate(s)” is to be interpreted as though written “the value of <x> indicate(s)”
— “indicated by <x>"" is to be interpreted as though written “indicated by the value of <x>"

—  “<x> that indicate” is to be interpreted as though written “<x> whose value indicates”

If <x> represents a frame, element, subelement, structured field, structured subfield, structured parameter or
structured MIB attribute:

“<x> indicate(s)” is to be interpreted as though written “the contents of <x> indicate”
— “indicated by <x>”is to be interpreted as though written “indicated by the contents of <x>"

— “<x>that indicate” is to be interpreted as though written “<x> whose contents indicate”

If <x> represents a SAP primitive:
— “<x>indicate(s)” is to be interpreted as though written “the (or an) invocation of <x> indicates”

— “indicated by <x>" is to be interpreted as though written “indicated by the (or an) invocation of
<X>”
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The construction of descriptions for uses of the SHA family of hash functions [HMAC-]SHA-<1,256,384>[-
n] is used to refer to hash functions/HMACs where square brackets indicate optional information, and » is an
integer indicating the length, in bits, of the output when truncating.

1.5 Terminology for mathematical, logical, and bit operations

Floor (x), also written as | x |, is the largest integer smaller than or equal to x. For example, Floor (2.3) is 2
and Floor (-2.3) is —3. The two parameter form, Floor (x, y), is the largest multiple of y smaller than or
equal to x; this operator is not used in this standard if y is negative. For example, Floor (3.3, 2) is 2 and
Floor (-3.3, 2) is —4.

Ceil (x), also written as [ x| is the smallest integer larger than or equal to x. For example, Ceil (2.3) is 3 and
Ceil (-2.3) is —2. The two parameter form, Ceil (x, y), is the smallest multiple of y larger than or equal to
x; this operator is not used in this standard if y is negative. For example, Ceil (2.3, 2) is 4 and Ceil (2.3, 2)
is 2.

Round (x) is the integer closest to x, rounding values with a fractional part of 0.5 away from zero. For
example, Round (2.3) is 2, Round (2.5) is 3, Round (-2.3) is -2 and Round (-2.5) is -3.

x mod y is the remainder when x is divided by y; this operator is not used in this standard if y is negative; the
result is positive even if x is negative. For example, 5 mod 3 is 2 and —5 mod 3 is 1.

The symbol @ represents bitwise exclusive OR (XOR).
log2 (x) is the logarithm of x to the base 2. For example, log2 (32) is 5.

Re (z) is the real part of complex number z. Im (z) is the imaginary part of complex number z (not including
the factor 7). For example, Re (1 —2i) is 1 and Im (1 — 2i) is 2.

x && y is the short-circuiting Boolean AND.

x || y is the concatenation of x and y, except in code, where it sometimes is the short-circuiting Boolean OR
(as determined by the context).

Ix is the Boolean NOT.

x >>yis x logically shifted right (i.e., zeros are inserted at the most significant end) by y; this operator is not
used in this standard if y is negative.

x <<y isx shifted left (i.e., zeros are inserted at the least significant end) by y; this operator is not used in this
standard if y is negative.

x ==Yy is Boolean equality.

x |=y Boolean inequality.

x & y, where x and y are numbers, is the bitwise AND of x and y.
x | y, where x and y are numbers, is the bitwise OR of x and y.

0x introduces a hexadecimal number. For example, 0x12 is 18 decimal.
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L (S, F, N) is bits F'to F+N-1 of the bit string S starting from the left, using the IEEE 802.11 bit conventions
from 9.2.2.

Truncate-N (S) is bits 0 to N—1 of the bit string S starting from the left, using the IEEE 802.11 bit
conventions from 9.2.2). Other bits are irretrievably deleted.

exp (x) is e to the power x, where e is the base of natural logarithms.

2. Normative references

The following referenced documents are indispensable for the application of this standard (i.e., they must be
understood and used; therefore, each referenced document is cited in the text and its relationship to this
document is explained). For dated references, only the edition cited applies. For undated references, the
latest edition of the referenced document (including any amendments or corrigenda) at the time of
publication of this standard applies.

3GPP TS 24.302, Access to the 3GPP Evolved Packet Core (EPC) via non-3GPP access networks; Stage 3.1

ETSI EN 301 893, Broadband Radio Access Networks (BRAN); 5 GHz high performance RLAN; Part 2:
Harmonized EN covering essential requirements of article 3.2 of the R&TTE Directive.

FIPS PUB 180-4, Secure Hash Standard.

FIPS PUB 197, Advanced Encryption Standard (AES).

IANA EAP Method Type Numbers, http://www.iana.org/assignments/eap-numbers.
IEEE Std 754™-2008, IEEE Standard for Binary Floating-Point Arithmetic.*>

IEEE Std 802®-2014, IEEE Standards for Local and Metropolitan Area Networks: Overview and
Architecture.

IEEE Std 802.1AS™, IEEE Standard for Local and Metropolitan Area Networks—Timing and
Synchronization for Time-Sensitive Applications in Bridged Local Area Networks.

IEEE Std 802.1Q™-2003, IEEE Standard for Local and Metropolitan Area Networks: Media Access
Control (MAC) Bridges and Virtual Bridged Local Area Networks.

IEEE Std 802.1Q™-2011, IEEE Standard for Local and Metropolitan Area Networks: Media Access
Control (MAC) Bridges and Virtual Bridged Local Area Networks.

IEEE Std 802.1X™-2010, IEEE Standard for Local and Metropolitan Area Networks: Port-Based Network
Access Control.

IEEE Std 802.21™-2008, IEEE Standard for Local and Metropolitan Area Networks: Media Independent
Handover Services.

13GPP™ documents are available from the 3rd Generation Partnership Project Web site (http://www.3gpp.org).
2ETSI documents are available from the European Telecommunications Standards Institute (http://www.etsi.org).
3FIPS publications are available from the National Technical Information Service (NTIS) (http://csrc.nist.gov).

“The IEEE standards or products referred to in this clause are trademarks owned by The Institute of Electrical and Electronics
Engineers, Inc.

SIEEE publications are available from The Institute of Electrical and Electronics Engineers (http://standards.ieee.org/).
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IEEE Std 802.3™-2012, IEEE Standard for Ethernet.

IETF RFC 791, Internet Protocol, Sept. 1981.6

IETF RFC 826, An Ethernet Address Resolution Protocol, David C. Plummer, November 1982.
IETF RFC 925, Multi-LAN Address Resolution, J. Postel, Oct. 1984.

IETF RFC 1035, Domain Names — Implementation and Specification, P. Mockapetris, Nov. 1987.

IETF RFC 1042, A Standard for the Transmission of IP Datagrams over IEEE 802® Networks, J. Postel, J.
Reynolds, Feb. 1988.

IETF RFC 1321, The MD5 Message-Digest Algorithm, Apr. 1992 (status: informational).

IETF RFC 2104, HMAC: Keyed-Hashing for Message Authentication, H. Krawczyk, M. Bellare,
R. Canetti, Feb. 1997 (status: informational).

IETF RFC 2409, The Internet Key Exchange (IKE), D. Harkins, D. Carrel, Nov. 1998 (status: Standards
Track).

IETF RFC 2460, Internet Protocol, Version 6 (IPv6), S. Deering, R. Hinden, Dec. 1998.
IETF RFC 5424, The Syslog Protocol, R. Gerhards, March 2009.

IETF RFC 3394, Advanced Encryption Standard (AES) Key Wrap Algorithm, J. Schaad, R. Housley,
Sept. 2002 (status: informational).

IETF RFC 3610, Counter with CBC-MAC (CCM), D. Whiting, R. Housley, N. Ferguson, Sept. 2003
(status: informational).

IETF RFC 3629, UTF-8, a transformation format of ISO 10646, F. Yergeau, Nov. 2003.

IETF RFC 3748, Extensible Authentication Protocol (EAP), B. Aboba, L. Blunk, J. Vollbrecht, J. Carlson,
H. Levkowetz, June 2004.

IETF RFC 3986, Uniform Resource Identifier (URI): Generic Syntax, Jan. 2005.

IETF RFC 4017, Extensible Authentication Protocol (EAP) Method Requirements for Wireless LANs, D.
Stanley, J. Walker, B. Aboba, Mar. 2005 (status: informational).

IETF RFC 4119, A Presence-based GEOPRIV Location Object Format, J. Peterson, December 2005.
IETF RFC 4282, The Network Access Identifier, Dec. 2005.

IETF RFC 4776, Dynamic Host Configuration Protocol (DHCPv4 and DHCPv6) Option for Civic
Addresses Configuration Information, Nov. 2006.

IETF RFC 4861, Neighbor Discovery for IP version 6 (IPv6), T. Narten, E. Nordmark, W. Simpson,
H. Soliman, Sept. 2007.

IETF RFC 5216, The EAP-TLS Authentication Protocol, D. Simon, B. Aboba, R. Hurst, March 2008.

IETF documents (i.e., RFCs) are available for download at http://tools.ietf.org/html/ and http://tools.ietf.org/pdf/.
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IETF RFC 5227, IPv4 Address Conflict Detection, S. Cheshire, July 2008.

IETF RFC 5297, Synthetic Initialization Vector (SIV) Authenticated Encryption Using the Advanced
Encryption Standard (AES), D. Harkins, October 2008 (status: informational).

IETF RFC 5985, HTTP-Enabled Location Delivery (HELD), M. Barnes (Ed.), September 2010.

IETF RFC 6225, Dynamic Host Configuration Protocol Options for Coordinate-Based Location
Configuration Information, J. Polk, M. Linsner, M. Thomson, B. Aboba, July 2011.

ISO 639, Codes for the Representation of Names of Languages.
ISO 14962:1997, Space data and information transfer systems — ASCII encoded English.

ISO 3166-1, Codes for the representation of names of countries and their subdivisions—Part 1: Country
codes.”

ISO 3166-2, Codes for the representation of names of countries and their subdivisions— Part 2: Country
subdivision code.

ISO 4217 Currency codes.?

ISO/IEC 7498-1:1994, Information technology—Open Systems Interconnection—Basic Reference Model:
The Basic Model.

ISO/TIEC 8802-2:1998, Information technology—Telecommunications and information exchange between
systems—Local and metropolitan area networks—Specific requirements—Part 2: Logical link control.

ISO/IEC 8824-1:1995, Information technology—Abstract Syntax Notation One (ASN.1): Specification of
basic notation.

ISO/IEC 8824-2:1995, Information technology—Abstract Syntax Notation One (ASN.1): Information
object specification.

ISO/IEC 8824-3:1995, Information technology—Abstract Syntax Notation One (ASN.1): Constraint
specification.

ISO/IEC 8824-4:1995, Information technology—Abstract Syntax Notation One (ASN.1): Parameterization
of ASN.1 specifications.

ISO/IEC 11802-5:1997, Information technology—Telecommunications and information exchange between
systems—Local and metropolitan area networks—Technical reports and guidelines—Part 5: Medium
Access Control (MAC) Bridging of Ethernet V2.0 in Local Area Networks (previously known as IEEE
Std 802.1H-1997 [B24]°).

ISO/IEC 15802-3, Information Technology—Telecommunications and information exchange between
systems—Local and metropolitan area networks—Common specifications—Part 3: Media Access Control
(MAC) Bridges.

ISO/IEC publications are available from the ISO Central Secretariat (http://www.iso.ch/). ISO/IEC publications are also available in
the United States from the American National Standards Institute (http://www.ansi.org/).

8See http://www.currency-iso.org/en/home/tables/table-al.html
The numbers in brackets correspond to the numbers of the bibliography in Annex A.
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ITU-R Recommendation TF.460-4(2002), Standard-frequency and time-signal emissions. 10

ITU-T Recommendation O.150, General requirements for instrumentation for performance measurements
on digital transmission equipment.

ITU-T Recommendation Z.120 (2004), Programming Languages—Formal Description Techniques
(FDT)—Message Sequence Chart (MSC).

NIST Special Publication 800-38B, Recommendation for Block Cipher Modes of Operation: The CMAC
Mode for Authentication, Dworkin, M.

NIST Special Publication 800-38D, Recommendation for Block Cipher Modes of Operation: Galois/
Counter Mode (GCM) and GMAC, Morris Dworkin, November 2007.

OASIS Emergency Management Technical Committee, “Emergency Data Exchange Language (EDXL)
Distribution Element, v. 1.0.” OASIS Standard EDXL-DE v1.0, May 2006.

OMA OMA-TS-ULP-V2_0 1 UserPlane Location Protocol, December 2012.12

3. Definitions, acronyms, and abbreviations

3.1 Definitions

For the purposes of this standard, the following terms and definitions apply. IEEE Standards Dictionary
Online should be referenced for terms not defined in this clause.'3

access control: The prevention of unauthorized usage of resources.

access point (AP): An entity that contains one station (STA) and provides access to the distribution
services, via the wireless medium (WM) for associated STAs. An AP comprises a STA and a distribution
system access function (DSAF).

access point (AP) reachability: An AP is reachable by a station (STA) if preauthentication messages can be
exchanged between the STA and the target AP via the distribution system (DS).

NOTE—Preauthentication is defined in 12.6.10.2.14
additional authentication data (AAD): Data that are not encrypted, but are cryptographically protected.

admission control: An algorithm intended to prevent the violation of parameterized service commitments
made by the network to admitted flows by controlling the admittance of a new flow into a resource
constrained network.

aggregate medium access control (MAC) protocol data unit (A-MPDU): A structure that contains one or
more MPDUs and is transported by a physical layer (PHY) as a single PHY service data unit (PSDU).

10Ty publications are available from the International Telecommunications Union (http:/www.itu.int/).

UINIST publications are available from the National Institute of Standards and Technology (http://csrc.nist.gov/).
20MA publications are available from the Open Mobile Alliance (http://openmobilealliance.org/).

BIEEE Standards Dictionary Online is available at http://ieeexplore.ieee.org/xpls/dictionary.jsp.

14 Notes in text, tables, and figures of a standard are given for information only and do not contain requirements needed to implement
the standard.
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aggregate medium access control (MAC) protocol data unit (A-MPDU) subframe: A portion of an A-
MPDU that contains a delimiter and optionally contains an MPDU plus any necessary padding.

aggregate medium access control (MAC) service data unit (A-MSDU): A structure that contains one or
more MSDUs and is transported within a single (unfragmented) data medium access control (MAC)
protocol data unit (MPDU).

aggregate medium access control (MAC) service data unit (A-MSDU) subframe: A portion of an
A-MSDU that contains a header and associated MSDU.

antenna connector: The measurement point of reference for radio frequency (RF) measurements in a
station (STA). The antenna connector is the point in the STA architecture representing the input of the
receiver (output of the antenna) for radio reception and the input of the antenna (output of the transmitter)
for radio transmission. In systems using multiple antennas or antenna arrays, the antenna connector is a
virtual point representing the aggregate output of (or input to) the multiple antennas. In systems using active
antenna arrays with processing, the antenna connector is the output of the active array, which includes any
processing gain of the active antenna subsystem.

antenna selection (ASEL) receiver: A station (STA) that performs receive ASEL.
antenna selection (ASEL) transmitter: A station (STA) that performs transmit ASEL.

antenna weight vector (AWYV): A vector of weights describing the excitation (amplitude and phase) for
each element of an antenna array.

association: The service used to establish access point/station (AP/STA) mapping and enable STA
invocation of the distribution system services (DSSs).

authentication: The service used to establish the identity of one station (STA) as a member of the set of
STAs authorized to associate with another STA.

Authentication Server (AS): An entity that provides an authentication service to an Authenticator. This
service determines, from the credentials provided by the Supplicant, whether the Supplicant is authorized to
access the services provided by the Authenticator. (IEEE Std 802.1X-2010'%)

Authenticator: An entity at one end of a point-to-point LAN segment that facilitates authentication of the
entity attached to the other end of that link. (IEEE Std 802.1X-2010)

authenticator address (AA): The medium access control (MAC) address of the IEEE 802.1X
Authenticator.

authorization: The act of determining whether a particular right, such as access to a resource, is granted to
an entity.

NOTE—See IETF RFC 2903 [B35].

authorized: To be explicitly allowed.

average noise plus interference power indicator (ANIPI): A medium access control (MAC) indication of
the average noise plus interference power measured on a channel that meets the two simultaneous

conditions: 1) the station (STA) is not transmitting a frame, and 2) the station (STA) is not receiving a frame
addressed to itself.

SInformation on references can be found in Clause 2.
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azimuth: The horizontal orientation of the front surface of a station or of a radio antenna system’s main lobe
measured clockwise from true north.

basic service area (BSA): The area containing the members of a basic service set (BSS). It might contain
members of other BSSs.

basic service set (BSS): A set of stations (STAs) that have successfully synchronized using the JOIN
service primitives16 and one STA that has used the START primitive. Alternatively, a set of STAs that have
used the START primitive specifying matching mesh profiles where the match of the mesh profiles has been
verified via the scanning procedure. Membership in a BSS does not imply that wireless communication with
all other members of the BSS is possible.

basic service set (BSS) max idle period: A time period during which the access point (AP) does not
disassociate a station (STA) due to nonreceipt of frames from that STA.

basic service set (BSS) transition: Change of association by a station (STA) from one BSS to another BSS
in the same extended service set (ESS).

beamformee: A station (STA) that receives a physical layer (PHY) protocol data unit (PPDU) that was
transmitted using a beamforming steering matrix.

beamformer: A station (STA) that transmits a physical layer (PHY) protocol data unit (PPDU) using a
beamforming steering matrix.

beamforming: A spatial filtering mechanism used at a transmitter to improve the received signal power or
signal-to-noise ratio (SNR) at an intended receiver. Syn: beam steering.

beamforming steering matrix: A matrix determined using knowledge of the channel between a transmitter
and an intended receiver that maps from space-time streams to transmit antennas with the goal of improving

the signal power or signal-to-noise ratio (SNR) at the intended receiver.

big endian: The concept that, for a given multi-octet numeric representation, the most significant octet has
the lowest address.

broadcast address: A unique group address that specifies all stations (STAs).
calibration initiator: A station (STA) that initiates a calibration sequence.

calibration responder: A station (STA) that transmits during a calibration sequence in response to a
transmission by a calibration initiator.

candidate peer mesh station (STA): A neighbor mesh STA to which a mesh peering has not been
established but meets eligibility requirements to become a peer mesh STA.

channel: An instance of wireless medium (WM) use for the purpose of passing physical layer (PHY)
protocol data units (PDUs) between two or more stations (STAs).

channel spacing: The difference between the center frequencies of two nonoverlapping and adjacent
channels of the radio transmitter.

cipher suite: A set of one or more algorithms, designed to provide data confidentiality, data authenticity or
integrity, and/or replay protection.

16Description of these primitives can be found in 6.3.4.
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clear channel assessment (CCA) function: The logical function in the physical layer (PHY) that
determines the current state of use of the wireless medium (WM).

collocated interference: Interference that is caused by another radio or station (STA) emitting radio energy
located in the same physical device as the reporting STA, where the reported characteristics of the
interference are known a priori without interference detection, measurement, or characterization by the
reporting STA.

collocated radio: A radio capable of emitting radio-frequency energy located in the same physical device as
the reporting station (STA), where the radio’s type and some link characteristics are known without signal
detection or measurement by the reporting STA.

configuration profile: A collection of parameters identified by a profile identifier (ID) that represent a
current or available configuration of a station (STA).

contiguous transmission: A transmission that uses only one frequency segment.

coordination function: The logical function that determines when a station (STA) is permitted to transmit
protocol data units (PDUs) via the wireless medium (WM).

Counter mode with Cipher-block chaining Message authentication code (CCM): A symmetric key
block cipher mode providing confidentiality using counter mode (CTR) and data origin authenticity using
cipher-block chaining message authentication code (CBC-MAC).

NOTE—See IETF RFC 3610.

cryptographic encapsulation: The process of generating the cryptographic payload from the plaintext data.
This comprises the cipher text as well as any associated cryptographic state required by the receiver of the
data, e.g., initialization vectors (IVs), sequence numbers, message integrity codes (MICs), key identifiers.

data confidentiality: A property of information that prevents disclosure to unauthorized individuals,
entities, or processes.

deauthentication service: The service that voids an existing authentication relationship.
decapsulate: To recover an unprotected frame from a protected one.
decapsulation: The process of generating plaintext data by decapsulating an encapsulated frame.

dependent station (STA): A STA that is not registered and whose operational parameters are dictated by
messages it receives from an enabling STA. Once enabled by the dynamic STA enablement (DSE) process,
a dependent STA’s continued operation becomes contingent upon being able to receive messages from its
enabling STA over the wireless medium (WM).

destination mesh station (STA): A mesh STA that is the final destination of a MAC service data unit
(MSDU). This mesh STA might reside in a proxy mesh gate that might forward the MSDU to a STA outside
of the mesh basic service set (MBSS). A destination mesh STA might be an end station as defined in
IEEE Std 802.

direct link: A bidirectional link from one quality-of-service (QoS) station (STA) to another QoS STA
operating in the same infrastructure QoS basic service set (BSS) that does not pass through a QoS access

point (AP). Once a direct link has been set up, all frames between the two QoS STAs are exchanged directly.

directed frame: See: individually addressed.
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directed multicast service (DMS): A service in which the access point (AP) transmits group addressed
frames as individually addressed frames to the requesting non-AP station (STA).

disassociation service: The service that removes an existing association.

distributed coordination function (DCF): A class of coordination function where the same coordination
function logic is active in every station (STA) in the basic service set (BSS) whenever the network is in
operation.

distribution service: The service that, by using association information, delivers medium access control
(MAC) service tuples within the distribution system (DS).

distribution system (DS): A system used to interconnect a set of basic service sets (BSSs) and integrated
local area networks (LANS) to create an extended service set (ESS).

distribution system access function (DSAF): A function within an access point (AP) or mesh gate that
uses the medium access control (MAC) service and distribution system service (DSS) to provide access
between the distribution system (DS) and the wireless medium (WM).

distribution system medium (DSM): The medium or set of media used by a distribution system (DS) for
communications between access points (APs), mesh gates, and the portal of an extended service set (ESS).

distribution system service (DSS): The set of services provided by the distribution system (DS) that enable
the medium access control (MAC) to transport MAC service tuples between stations (STAs) that are not in
direct communication with each other over a single instance of the wireless medium (WM).

NOTE 1—These services include transport of MAC service tuples between the access points (APs) of basic service sets
(BSSs) within an extended service set (ESS), transport of MAC service tuples between the portal and BSSs within an
ESS, transport of MAC service tuples between mesh gates in the same or different mesh basic service sets (MBSSs),
transport of MAC service tuples between mesh gates and APs, transport of MAC service tuples between mesh gates and
a portal, and transport of MAC service tuples between STAs in the same BSS when the MAC service tuples has a group
destination address or the destination is an individual address and the STA is associated with an AP.

NOTE 2—DSSs are provided between pairs of MACs not on the same instance of the WM.

dynamic frequency selection (DFS): Facilities mandated to satisfy requirements in some regulatory
domains for radar detection and uniform channel spreading in the 5 GHz band. These facilities might also be
used for other purposes, such as automatic frequency planning.

dynamic station (STA) enablement (DSE): The process by which an enabling STA grants permission and
dictates operational procedures to STAs that are subject to its control.

effective isotropic radiated power (EIRP): The equivalent power of a transmitted signal in terms of an
isotropic (omnidirectional) radiator. The EIRP equals the product of the transmitter power and the antenna
gain (reduced by any coupling losses between the transmitter and antenna).

emergency alert system (EAS): A U.S. national public warning system.

enabling station (STA): A registered STA that has the authority to control when and how a dependent STA
can operate. An enabling STA communicates an enabling signal to its dependents over the wireless medium
(WM). An enabling STA chooses whether other dynamic STA enablement (DSE) messages are exchanged
over the air, over the distribution system (DS), or by mechanisms that rely on transport via higher layers.

encapsulate: To construct a protected frame from an unprotected frame.

encapsulation: The process of generating a protected frame by encapsulating plaintext data.
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extended service area (ESA): The area within which members of an extended service set (ESS) can
communicate. An ESA is larger than or equal to a basic service area (BSA) and might involve several basic
service sets (BSSs) in overlapping, disjointed, or both configurations.

extended service set (ESS): A set of one or more interconnected basic service sets (BSSs) that appears as a
single BSS to the logical link control (LLC) layer at any station (STA) associated with one of those BSSs.

extended service set (ESS) transition: Change of association by a station (STA) from one basic service set
(BSS) in one ESS to another BSS in a different ESS.

fast basic service set (BSS) transition: Change of association by a station (STA) that is from one BSS in
one extended service set (ESS) to another BSS in the same ESS and that minimizes the amount of time that
the data connectivity is lost between the STA and the distribution system (DS).

fast session transfer (FST): The transfer of a session from a channel to another channel, in the same or
different frequency bands. The term “session” refers to non-physical layer state information kept by a pair of

stations (STAs) that communicate directly (i.e., excludes forwarding).

fixed station (STA): A STA that is physically attached to a specific location. In licensed bands, a fixed STA
might be authorized to operate only at a specific location.

forwarding information: The information maintained by a mesh station (STA) that allows the mesh STA
to perform its path selection and forwarding functions.

frame: A unit of data exchanged between peer protocol entities.
frequency segment: A contiguous block of spectrum used by a transmission.
frame exchange sequence: A sequence of frames specified by Annex G.

Gaussian frequency shift keying (GFSK): A modulation scheme in which the data are first filtered by a
Gaussian filter in the baseband and then modulated with a simple frequency modulation.

geolocation: A location within an earth-centric frame of reference.

group: The entities in a wireless network, e.g., an access point (AP) and its associated stations (STAs), or all
of the STAs in an independent basic service set (IBSS) network.

group address: A medium access control (MAC) address that has the group bit equal to 1. Syn: multicast
address.

group addressed: A group addressed medium access control (MAC) service data unit (MSDU) is an MSDU
that has a group address as its destination address (DA). A group addressed MAC protocol data unit
(MPDU) is an MPDU that has a group address in its Address 1 field. Syn: multicast.

group master key (GMK): An auxiliary key that might be used to derive a group temporal key (GTK).
group temporal key (GTK): A random value, assigned by the group source, which is used to protect group
addressed medium access control (MAC) protocol data units (MPDUs) from that source. The GTK might be
derived from a group master key (GMK).

hidden station (STA): A STA whose transmissions are not detected using carrier sense (CS) by a second
STA, but whose transmissions interfere with transmissions from the second STA to a third STA
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homogenous extended service set (ESS): A collection of basic service sets (BSSs), within the same
extended service set (ESS), in which every subscription service provider network (SSPN) or other external
network reachable at one BSS is reachable at all of them.

idle power indicator (IPI): A physical layer (PHY) indication of the total channel power (noise and
interference) as measured in the channel at the receiving antenna connector while the station (STA) is idle,
i.e., neither transmitting nor receiving a frame.

IEEE 802.1X authentication: Extensible Authentication Protocol (EAP) authentication transported by the
IEEE 802.1X protocol.

independent basic service set (IBSS): A basic service set (BSS) that forms a self-contained network, and in
which no access to a distribution system (DS) is available.

individual address: A medium access control (MAC) address in which the group bit is 0. Syn: directed
address, unicast address.

individually addressed: When applied to a medium access control (MAC) service data unit (MSDU), it is
an MSDU with an individual address as the destination address (DA). When applied to a MAC protocol data
unit (MPDU), it is an MPDU with an individual address in the Address 1 field. Syn: directed, unicast.

infrastructure: An infrastructure comprises a distribution system (DS), one or more APs, zero or one
portal, and zero or more mesh gates. It is also the logical location of distribution and integration service
functions of an extended service set (ESS).

infrastructure authorization information: The information that specifies the access rights of the user of a
non-access-point (non-AP) station (STA). This information might include the rules for routing the user
traffic, a set of permissions about services that a user is allowed to access, quality-of-service (QoS)
configuration information, or the accounting policy to be applied by the infrastructure.

integration service: The service that enables delivery of medium access control (MAC) service data units
(MSDUs) between the distribution system (DS) and a local area network (LAN) (via a portal).

integrity group temporal key (IGTK): A random value, assigned by the broadcast/multicast source station
(STA), which is used to protect group addressed medium access control (MAC) management protocol data
units (MMPDUs) from that source STA.

link margin: Ratio of the received signal power to the minimum required by the station (STA). The STA
might incorporate rate information and channel conditions, including interference, into its computation of
link margin. The specific algorithm for computing the link margin is implementation dependent.

link metric: A criterion used to characterize the performance, quality, and eligibility of a link.

little endian: The concept that, for a given multi-octet numeric representation, the least significant octet has
the lowest address.

liveness: A demonstration that the peer is actually participating in this instance of communication.

location subject local: The term used when a location request is for the location of the requesting STA, i.e.,
when the requesting STA asks, “Where am 177

location subject remote: The term used when a location request is for the location of the reporting STA,
i.e., when the requesting STA asks, “Where are you?”

134
Copyright © 2016 IEEE. All rights reserved.



IEEE Std 802.11-2016
IEEE Standard for Information Technology—Local and Metropolitan Area Networks—Specific Requirements
Part 11: Wireless LAN MAC and PHY Specifications

location subject third party: The term used when the location request is for the location of a station (STA)
other than the requesting STA or the requested STA, (i.e., when the requesting STA asks, “Where is he/
she?”)

master session key (MSK): Keying material that is derived between the Extensible Authentication Protocol
(EAP) peer and exported by the EAP method to the Authentication Server (AS).

NOTE—In this standard, this key is at least 64 octets in length.

medium access control (MAC) frame: The unit of data exchanged between MAC entities. Syn: medium
access control (MAC) protocol data unit (MPDU).

NOTE—In contexts in which the MAC is clearly the subject, “frame” is an implicit reference to a MAC frame.

medium access control (MAC) protocol data unit (MPDU): The unit of data exchanged between two peer
MAC entities using the services of the physical layer (PHY). Syn: medium access control (MAC) frame.

medium access control (MAC) service data unit (MSDU): Information that is delivered as a unit between
MAC service access points (SAPs).

medium access control (MAC) service tuple: The collection of a MAC service data unit (MSDU) along
with the source address, destination addresses, priority, and service class associated with the MSDU, which
are passed as parameters across the MAC service access point (SAP) and are delivered across the
distribution system between access points (APs), mesh gates, and the portal of an extended service set
(ESS).

mesh basic service set (MBSS): A basic service set (BSS) that forms a self-contained network of mesh
stations (STAs) that use the same mesh profile. An MBSS contains zero or more mesh gates, and can be
formed from mesh STAs that are not in direct communication.

mesh facility: The set of enhanced functions, channel access rules, frame formats, mutual authentication
methods, and managed objects used to provide data transfer among autonomously operating stations (STAs)
that might not be in direct communication with each other over a single instance of the wireless medium.
Communication between STAs using the mesh facility takes place using only the wireless medium. The
mesh facility transports an MSDU between source and destination STAs over potentially multiple hops of
the wireless medium without transiting the MAC SAP at intermediate STAs.

mesh gate: Any entity that has a mesh station (STA) function and a distribution system access function
(DSAF) to provide access to a single distribution system for the mesh basic service set (MBSS).

mesh link: A link from one mesh station (STA) to a neighbor mesh STA that have a mesh peering with each
other.

mesh neighborhood: The set of all neighbor mesh stations (STAs) of a particular mesh STA.

mesh path: A concatenated set of mesh links from a source mesh station (STA) to a destination mesh STA.
mesh path selection: The process of selecting a mesh path.

mesh peering: A relationship between two mesh stations (STAs) that is required for direct communication

over a single instance of the wireless medium (WM). A mesh peering is established with a mesh peering
protocol.
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mesh profile: A set of values of parameters that identifies the attributes of the mesh basic service set
(MBSS) and that is used in a single MBSS.

NOTE—The mesh profile consists of the identifiers that are the values for the parameters: mesh ID, active path selection
protocol, active path selection metric, congestion control mode, synchronization method, and authentication protocol.

mesh services: The set of services that enable the creation and operation of a mesh basic service set
(MBSS).

mesh station (STA): A quality-of-service (QoS) STA that implements the mesh facility.

message integrity code (MIC): A value generated by a cryptographic function. If the input data are
changed, a new value cannot be correctly computed without knowledge of the cryptographic key(s) used by
the cryptographic function.

NOTE—This is traditionally called a message authentication code (MAC), but the acronym MAC is already reserved
for another meaning in this standard.

mobile station (STA): A type of STA that uses network communications while in motion.

mobility domain: A set of basic service sets (BSSs), within the same extended service set (ESS), that
support fast BSS transitions between themselves and that are identified by the set’s mobility domain
identifier (MDID).

mobility domain identifier (MDID): An identifier that names a mobility domain.

multi-level precedence and preemption (MLPP): A framework used with admission control for the
treatment of traffic streams based on precedence, which supports the preemption of an active traffic stream
by a higher precedence traffic stream when resources are limited. Preemption is the act of forcibly removing
a traffic stream in progress in order to free up resources for another higher precedence traffic stream.

multi-user multiple input, multiple output (MU-MIMO): A technique by which multiple stations
(STAs), each with one or more antennas, either simultaneously transmit to a single STA or simultaneously
receive from a single STA independent data streams over the same radio frequencies.

NOTE—IEEE Std 802.11 supports only downlink (DL) MU-MIMO. See downlink multi-user multiple input,
multiple output (DL-MU-MIMO) (in 3.2).
multicast: See: group addressed.

multicast address: See: group address.

multicast-group address: A medium access control (MAC) address associated by higher level convention
with a group of logically related stations (STAs).

multiple basic service set identifier (BSSID) capability: The capability to advertise information for
multiple BSSIDs using a single Beacon or Probe Response frame instead of using multiple Beacon or Probe
Response frames, each corresponding to a single BSSID, and the capability to indicate buffered frames for
these multiple BSSIDs using a single traffic indication map (TIM) element in a single Beacon.

multiple input, multiple output (MIMO): A physical layer (PHY) configuration in which both transmitter
and receiver use multiple antennas.

multiple medium access control (MAC) station management entity (SME) (MM-SME): Component of
station management that manages multiple cooperating stations (STAs).
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neighbor access point (AP): Any AP that is a potential service set transition candidate.

neighbor station (STA): A STA in the following relationship: STA A is a neighbor to STA B if STA A can
both directly transmit to and receive from STA B over the wireless medium.

network access identifier (NAI): The user identity submitted by the Supplicant during IEEE 802.1X
authentication.

NOTE—See IETF RFC 4282.

network access server (NAS) client: The client component of a NAS that communicates with the
Authentication Server (AS).

network allocation vector (NAV): An indicator, maintained by each station (STA), of time periods when
transmission onto the wireless medium (WM) is not initiated by the STA regardless of whether the STA’s
clear channel assessment (CCA) function senses that the WM is busy.

next-hop mesh station (STA): The next peer mesh STA on the mesh path to the destination mesh STA.

non-access-point (non-AP) station (STA): A STA that is not contained within an access point (AP).

nonce: A numerical value, used in cryptographic operations associated with a given cryptographic key, that
is not to be reused with that key, including over all reinitializations of the system through all time.

noncontiguous transmission: A transmission that uses nonadjacent frequency segments.

nonoperating channel: A channel that is not the operating channel of the basic service set (BSS) of which
the station (STA) is a member.

non-quality-of-service (non-QoS) access point (AP): An AP that does not support the quality-of-service
(QoS) facility.

non-quality-of-service (non-QoS) basic service set (BSS): A BSS that does not support the quality-of-
service (QoS) facility.

non-quality-of-service (non-QoS) station (STA): A STA that does not support the quality-of-service
(QoS) facility.

operating channel: The operating channel is the channel in which beacons are transmitted.

NOTE—In IEEE Std 802.11, the serving access point (AP) of an infrastructure basic service set (BSS) or the dynamic
frequency selection (DFS) owner of an independent basic service set (IBSS) transmits beacons.

operating channel width: The channel width in which the station (STA) is currently able to receive.

overlapping basic service set (OBSS): A basic service set (BSS) operating on the same channel as the
station’s (STA’s) BSS and within (either partly or wholly) its basic service area (BSA).

over-the-air fast basic service set (BSS) transition (FT): An FT method in which the station (STA)
communicates over a wireless medium (WM) link to the target access point (AP).

over-the-DS (distribution system) fast basic service set (BSS) transition (FT): An FT method in which
the station (STA) communicates with the target access point (AP) via the current AP.

137
Copyright © 2016 IEEE. All rights reserved.



IEEE Std 802.11-2016
IEEE Standard for Information Technology—Local and Metropolitan Area Networks—Specific Requirements
Part 11: Wireless LAN MAC and PHY Specifications

pairwise: Referring to, or an attribute of, two entities that are associated with each other, e.g., an access
point (AP) and an associated station (STA), or two STAs in an independent basic service set (IBSS)
network. This term is used to refer to a type of encryption key hierarchy pertaining to keys shared by only
two entities.

pass-phrase: A secret text string employed to corroborate the user’s identity.

password: A shared, secret, and potentially low-entropy word, phrase, code, or key used as a credential for
authentication purposes.
NOTE—The method of distribution of a password to the units in the system is outside the scope of this standard.

path metric: An aggregate multi-hop criterion used to characterize the performance, quality, and eligibility
of a mesh path.

peer mesh station (STA): A mesh STA to which a mesh peering has been established.

peer-to-peer link: A direct link within a quality-of-service (QoS) basic service set (BSS), a tunnelled
direct-link setup (TDLS) link, or a STA-to-STA communication in an independent basic service set (IBSS).

peer-to-peer traffic specification (PTP TSPEC): The quality-of-service (QoS) characteristics of a data
flow between non-access point (non-AP) QoS stations (STAs).

per-frame encryption key: A unique encryption key constructed for each medium access control (MAC)
protocol data unit (MPDU).

physical layer (PHY) frame: The unit of data exchanged between PHY entities. Syn: physical layer
(PHY) protocol data unit (PPDU).
NOTE—In contexts in which the PHY is clearly the subject, “frame” is an implicit reference to a PHY frame.

physical layer (PHY) protocol data unit (PPDU): The unit of data exchanged between two peer PHY
entities to provide the PHY data service.

piggyback: The overloading of data with an acknowledgment of a previously received frame to the station
(STA) to which the data is directed.

portable station (STA): A type of station (STA) that might be moved from location to location, but that
only uses network communications while at a fixed location.
portal: The logical point at which the integration service is provided.

NOTE—For the purposes of this Standard, there is at most one portal in a given ESS’s infrastructure. In an
implementation, a single logical portal function may be provided by multiple devices that provide integration services
for the ESS. How such multiple devices coordinate to appear as a single logical portal is implementation dependent.

precursor mesh station (STA): A neighbor peer mesh STA on the mesh path to the destination mesh STA,
that identifies the mesh STA as the next-hop mesh STA.

preshared key (PSK): A static key that is distributed to the units in the system by some out-of-band means.

primary channel: The common channel of operation for all stations (STAs) that are members of the basic
service set (BSS).
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prioritized quality of service (QoS): The provisioning of service in which the medium access control
(MAC) protocol data units (MPDUs) with higher priority are given a preferential treatment over MPDUs
with a lower priority.

NOTE—Prioritized QoS is provided through the enhanced distributed channel access (EDCA) mechanism.
protection mechanism: Any procedure that attempts to update the network allocation vector (NAV) of all

receiving stations (STAs) prior to the transmission of a frame that might or might not be detected as valid
network activity by the physical layer (PHY) entities at those receiving STAs.

protection mechanism frame: Any frame that is sent as part of a protection mechanism procedure.

protocol instance: An execution of a particular protocol that consists of the state of the communicating
parties as well as the messages exchanged.

proxy mesh gate: A mesh gate acting as an intermediary for IEEE 802 stations (STAs) outside the mesh
basic service set (MBSS).

pseudorandom function (PRF): A function that hashes various inputs to derive a pseudorandom value. In
order to ensure liveness of a communication in which a pseudorandom value is used, a nonce is used as one
of the inputs to the function.

public safety answering point (PSAP): A physical location where emergency calls are received and routed
to the appropriate emergency service dispatch center.

NOTE—See NENA 08-002 [B56].

quadrature binary phase shift keying (QBPSK): A binary phase shift keying modulation in which the
binary data is mapped onto the imaginary (Q) axis.

quality-of-service (QoS) access point (AP): An AP that supports the QoS facility.

NOTE—In IEEE Std 802.11, the functions of a QoS AP are a superset of the functions of a non-QoS AP, and thus a QoS
AP is able to function as a non-QoS AP to non-QoS stations (STAs).

quality-of-service (QoS) basic service set (BSS): A BSS that provides the QoS facility. An infrastructure
QoS BSS contains a QoS access point (AP).

quality-of-service (QoS) facility: The set of enhanced functions, channel access rules, frame formats, frame
exchange sequences and managed objects used to provide parameterized and prioritized QoS.

quality-of-service (QoS) independent basic service set (IBSS): An IBSS in which one or more of its
stations (STAs) support the QoS facility.

quality-of-service (QoS) station (STA): A STA that implements the QoS facility.

NOTE—A QoS STA acts as a non-QoS STA when associated in a non-QoS basic service set (BSS).

radio frequency (RF) chain: The physical entity that is able to act as a receive chain or transmit chain, or
both.

reassociation service: The service that enables an established association [between access point (AP) and
station (STA)] to be transferred from one AP to another (or the same) AP.

receive chain: The physical entity that implements any necessary signal processing to provide the received
signal to the digital baseband. Such signal processing includes filtering, amplification, down-conversion,
and sampling.
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receive power: Mean power measured at the antenna connector.

received channel power indicator (RCPI): An indication of the total channel power (signal, noise, and
interference) of a received frame measured on the channel and at the antenna connector used to receive the
frame.

received power indicator (RPI): A quantized measure of the received power level as seen at the antenna
connector.

registered location: The geolocation of a station (STA) registered in accordance with the requirements for
the regulatory domain.

registered location query protocol (RLQP): The query protocol for registered location information that is
received and transported by generic advertisement service (GAS) Public Action frames.

registered location secure server (RLSS): An entity that accesses and manages a database that organizes
storage of information by geographic location and securely holds the location and some operating
parameters of one or more basic service sets (BSSs).

registered station (STA): A STA for which information needs to be submitted to an appropriate regulatory
or coordination authority before it is allowed to transmit.

remote request broker (RRB): The component of the station management entity (SME) of an access point
(AP) that supports fast basic service set (BSS) transitions over the distribution system (DS).

roaming consortium: A group of subscription service providers (SSPs) having inter-SSP roaming
agreements.

service set transition: A station (STA) movement from one basic service set (BSS) to another BSS, i.e.,
either a BSS transition or an extended service set (ESS) transition.

serving access point (AP): The AP to which the station (STA) is associated.

single-user (SU) physical layer (PHY) protocol data unit (PPDU): A PPDU with a format that is capable
of carrying only a single PHY service data unit (PSDU), or no PSDU.

sounding: The use of preamble training fields to measure the channel for purposes other than demodulation
of the Data portion of the physical layer (PHY) protocol data unit (PPDU) containing the training fields.

NOTE—These uses include calculation of transmit steering, calculation of recommended modulation and coding
scheme (MCS), and calculation of calibration parameters.

source mesh station (STA): A mesh STA from which a medium access control (MAC) service data unit
(MSDU) enters the mesh basic service set (MBSS). A source mesh STA is either a mesh STA that is the
source of an MSDU or a proxy mesh gate that receives an MSDU from a STA outside of the MBSS and
forwards the MSDU on a mesh path.

space-time streams: Streams of modulation symbols created by applying a combination of spatial and
temporal processing to one or more spatial streams of modulation symbols.

spatial multiplexing (SM): A transmission technique in which data streams are transmitted on multiple
spatial channels that are provided through the use of multiple antennas at the transmitter and the receiver.
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spatial stream: One of several streams of bits or modulation symbols that might be transmitted over
multiple spatial dimensions that are created by the use of multiple antennas at both ends of a
communications link.

station (STA): A logical entity that is a singly addressable instance of a medium access control (MAC) and
physical layer (PHY) interface to the wireless medium (WM).

NOTE—For IEEE 802.11 purposes, a station is any MAC/PHY entity providing the IEEE 802.11 MAC services. This
differs from the IEEE 802 definition of ‘station,” which includes bridges (or ‘end stations’) that are endpoints of link
layer data traffic.

station service (SS): The set of services that support transport of medium access control (MAC) service
data units (MSDUs) between stations (STAs) within a basic service set (BSS).

subscription service provider (SSP): An organization (operator) offering connection to network services,
perhaps for a fee.

subscription service provider network (SSPN): The network controlled by a subscription service provider
(SSP). The network maintains user subscription information.

Supplicant: An entity at one end of a point-to-point LAN segment that is being authenticated by an
Authenticator attached to the other end of that link. (IEEE Std 802.1X-2010)

Supplicant address (SPA): The medium access control (MAC) address of the IEEE 802.1X Supplicant.

television white spaces (TVWS): The opportunistic use of allocated but not assigned spectrum—spectrum
allocated for broadcast television, but with no assignment at a particular location.

time unit (TU): A measurement of time equal to 1024 ps.

traffic category (TC): A label for medium access control (MAC) service data units (MSDUs) that have a
distinct user priority (UP), as viewed by higher layer entities, relative to other MSDUs provided for delivery
over the same link. Traffic categories are meaningful only to MAC entities that support quality of service
(QoS) within the MAC data service. These MAC entities determine the UP for MSDUs belonging to a
particular traffic category using the priority value provided with those MSDUs at the MAC service access
point (MAC SAP).

traffic classification (TCLAS): The specification of certain parameter values to identify a protocol data
unit (PDU) or a medium access control (MAC) service data unit (MSDU). The classification process is
performed above the MAC service access point (MAC SAP), within the MLME, or within the MAC, based
on the type of classification.

traffic filter: A set of traffic specifications defined by the use of traffic classification (TCLAS) elements
that are utilized by the traffic filtering service (TFS) to identify specific allowed frames.

traffic filtering service (TFS): A service provided by an access point (AP) to a non-AP station (STA) to
reduce the number of frames sent to the non-AP STA by not forwarding individually addressed frames
addressed to the non-AP STA that do not match traffic filters specified by the non-AP STA.

traffic identifier (TID): Any of the identifiers usable by higher layer entities to distinguish medium access
control (MAC) service data units (MSDUs) to MAC entities that support quality of service (QoS) within the
MAC data service.

NOTE—There are 16 possible TID values; eight identify traffic categories (TCs), and the other eight identify
parameterized traffic streams (TSs). The TID is assigned to an MSDU in the layers above the MAC.
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traffic specification (TSPEC): The quality-of-service (QoS) characteristics of a data flow to and from a
QoS station (STA).

traffic stream (TS): A set of medium access control (MAC) service data units (MSDUSs) to be delivered
subject to the quality-of-service (QoS) parameter values provided to the MAC in a particular traffic
specification (TSPEC). TSs are meaningful only to MAC entities that support QoS within the MAC data
service. These MAC entities determine the TSPEC applicable for delivery of MSDUs belonging to a
particular TS using the priority parameter provided with those MSDUs at the MAC service access point
(MAC SAP).

transmission opportunity (TXOP): An interval of time during which a particular quality-of-service (QoS)
station (STA) has the right to initiate frame exchange sequences onto the wireless medium (WM).

NOTE—A TXOP is defined by a starting time and a maximum duration.

transmit chain: The physical entity that implements any necessary signal processing to generate the
transmit signal from the digital baseband. Such signal processing includes digital to analog conversion,
filtering, amplification and up-conversion.

type/length/value (TLV): A format that consists of a type, a length, and a value.

unauthorized disclosure: The process of making information available to unauthorized individuals,
entities, or processes.

unauthorized resource use: The use of a resource not consistent with the defined security policy.
unicast: See: individually addressed.
unicast address: See. individual address.

uniform spreading: A regulatory requirement for a channel selection mechanism that provides uniform
usage across a minimum set of channels in the regulatory domain.

unreachable destination: A destination mesh station (STA) for which the link to the next hop of the mesh
path to this destination mesh STA is no longer usable.

user priority (UP): A value associated with an medium access control (MAC) service data unit (MSDU)
that indicates how the MSDU is to be handled. The UP is assigned to an MSDU in the layers above the
MAC.

validated AP: An AP that has either been explicitly configured as a neighbor or learned through a
mechanism such as the Beacon report.

wildcard BSSID: A BSSID value used to represent all BSSIDs.
NOTE—In IEEE Std 802.11, this is represented by all binary 1s.

wildcard SSID: A SSID value used to represent all SSIDs.
NOTE—In IEEE Std 802.11, this is represented by the value “null”.

wireless medium (WM): The medium used to implement the transfer of protocol data units (PDUs)
between peer physical layer (PHY) entities of a wireless local area network (LAN).

142
Copyright © 2016 IEEE. All rights reserved.



IEEE Std 802.11-2016
IEEE Standard for Information Technology—Local and Metropolitan Area Networks—Specific Requirements
Part 11: Wireless LAN MAC and PHY Specifications

3.2 Definitions specific to IEEE Std 802.11

The following terms and definitions are specific to terms or references in this standard and are not appropriate
for inclusion in the IEEE Standards Dictionary: Glossary of Terms & Definitions.

20 MHz basic service set (BSS): A BSS in which the Secondary Channel Offset field is equal to no
secondary channel (SCN).

20 MHz high-throughput (HT): A Clause 19 transmission with TXVECTOR parameter FORMAT equal
to HT MF or HT GF and TXVECTOR parameter CH BANDWIDTH equal to HT CBW20.

20 MHz mask physical layer (PHY) protocol data unit (PPDU): One of the following PPDUs:
a) A Clause 17 PPDU transmitted using the 20 MHz transmit spectral mask defined in Clause 17.

b) A Clause 18 orthogonal frequency division multiplexing (OFDM) PPDU transmitted using the
transmit spectral mask defined in Clause 18.

¢) A high-throughput (HT) PPDU with the TXVECTOR parameter CH BANDWIDTH equal to
HT CBW20 and the CH_OFFSET parameter equal to CH_OFF 20 transmitted using the 20 MHz
transmit spectral mask defined in Clause 19.

d) A very high throughput (VHT) PPDU with TXVECTOR parameter CH_ BANDWIDTH equal to
CBW20 transmitted using the 20 MHz transmit spectral mask defined in Clause 21.

e) A Clause 17 PPDU transmitted by a VHT STA using the transmit spectral mask defined in
Clause 21.

f)  An HT PPDU with the TXVECTOR parameter CH BANDWIDTH equal to HT CBW20 and the
CH_OFFSET parameter equal to CH OFF 20 transmitted by a VHT STA using the 20 MHz
transmit spectral mask defined in Clause 21.

20 MHz physical layer (PHY) protocol data unit (PPDU): A Clause 15 PPDU, Clause 17 PPDU (when
using 20 MHz channel spacing), Clause 16 PPDU, Clause 18 orthogonal frequency division multiplexing
(OFDM) PPDU, Clause 19 20 MHz high-throughput (HT) PPDU with the TXVECTOR parameter
CH_BANDWIDTH equal to HT CBW?20, or Clause 21 20 MHz very high throughput (VHT) PPDU with
the TXVECTOR parameter CH_ BANDWIDTH equal to CBW20.

20/40 MHz basic service set (BSS): A BSS in which the supported channel width of the access point (AP)
or dynamic frequency selection (DFS) owner (DO) station (STA) is 20 MHz and 40 MHz (Channel Width
field is equal to 1) and the Secondary Channel Offset field is equal to a value of secondary channel above
(SCA) or secondary channel below (SCB).

40-MHz-capable (40MC) high-throughput (HT) access point (AP): An HT AP that included a value of 1
in the Supported Channel Width Set subfield (indicating its capability to operate on a 40 MHz channel) of its
most recent transmission of a frame containing an HT Capabilities element.

40-MHz-capable (40MC) high-throughput (HT) access point (AP) 2G4: An HT AP 2G4 that is also a
40MC HT AP.

40-MHz-capable (40MC) high-throughput (HT) access point (AP) 5G: An HT AP 5G that is also a
40MC HT AP.

40-MHz-capable (40MC) high-throughput (HT) station (STA): An HT STA that included a value of 1 in
the Supported Channel Width Set subfield (indicating its capability to operate on a 40 MHz channel) of its
most recent transmission of a frame containing an HT Capabilities element.
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40-MHz-capable (40MC) high-throughput (HT) station (STA) 2G4: An HT STA 2G4 that is also a
40MC HT STA.

40-MHz-capable (40MC) high-throughput (HT) station (STA) 5G: An HT STA 5G that is also a 40MC
HT STA.

40 MHz high-throughput (HT): A Clause 19 transmission with TXVECTOR parameter FORMAT equal
to HT MF or HT GF and TXVECTOR parameter CH_ BANDWIDTH equal to HT CBW40.

40 MHz mask physical layer (PHY) protocol data unit (PPDU): One of the following PPDUs:

a) A 40 MHz high-throughput (HT) PPDU (TXVECTOR parameter CH BANDWIDTH equal to
HT CBW40) transmitted using the 40 MHz transmit spectral mask defined in Clause 19.

b) A 40MHz non-HT duplicate PPDU (TXVECTOR parameter CH BANDWIDTH equal to
NON_HT CBW40) transmitted by a non-very high throughput (non-VHT) STA using the 40 MHz
transmit spectral mask defined in Clause 19.

¢) A 40MHznon-HT duplicate PPDU (TXVECTOR parameter CH BANDWIDTH equal to CBW40)
transmitted by a very high throughput (VHT) STA using the 40 MHz transmit spectral mask defined
in Clause 21.

d) A 20 MHz HT PPDU with the TXVECTOR parameter CH BANDWIDTH equal to HT CBW20
and the CH_OFFSET parameter equal to either CH_OFF 20U or CH_OFF 20L transmitted using
the 40 MHz transmit spectral mask defined in Clause 19.

e) A 20 MHz VHT PPDU with the TXVECTOR parameter CH BANDWIDTH equal to CBW20
transmitted using the 40 MHz transmit spectral mask defined in Clause 21.

f) A 40 MHz VHT PPDU with the TXVECTOR parameter CH BANDWIDTH equal to CBW40
transmitted using the 40 MHz transmit spectral mask defined in Clause 21.

g) A 40 MHz HT PPDU (TXVECTOR parameter CH BANDWIDTH equal to HT CBW40)
transmitted by a VHT STA using the 40 MHz transmit spectral mask defined in Clause 21.

h) A 20 MHz non-HT PPDU (TXVECTOR parameter CH BANDWIDTH equal to CBW20)
transmitted using the 40 MHz transmit spectral mask defined in Clause 19.

i) A 20 MHz non-HT PPDU (TXVECTOR parameter CH BANDWIDTH equal to CBW20)
transmitted by a VHT STA using the 40 MHz transmit spectral mask defined in Clause 21.

40 MHz physical layer (PHY) protocol data unit (PPDU): A 40 MHz high-throughput (HT) PPDU
(TXVECTOR parameter CH_ BANDWIDTH equal to HT CBW40), or a 40 MHz non-HT duplicate PPDU
(TXVECTOR parameter CH BANDWIDTH equal to NON_HT CBW40 or TXVECTOR parameter
CH _BANDWIDTH equal to CBW40), or a 40 MHz very high throughput (VHT) PPDU (TXVECTOR
parameter CH BANDWIDTH equal to CBW40).

4-way handshake: A pairwise key management protocol defined by this standard. This handshake confirms
mutual possession of a pairwise master key (PMK) by two parties and distributes a group temporal key
(GTK).

4-way station-to-station link (STSL) transient key (STK) handshake: A key management protocol
between two parties that confirms mutual possession of an STSL master key (SMK) and distributes an STK.

80 MHz mask physical layer (PHY) protocol data unit (PPDU): A PPDU that is transmitted using the
80 MHz transmit spectral mask defined in Clause 21 and that is one of the following:

a)  An 80 MHz very high throughput (VHT) PPDU (TXVECTOR parameter CH BANDWIDTH equal
to CBW80)

b) An 80 MHz non-high-throughput (non-HT) duplicate PPDU (TXVECTOR parameter
CH_BANDWIDTH equal to CBW80)
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¢) A 20 MHz non-HT, high-throughput (HT), or VHT PPDU (TXVECTOR parameter
CH_BANDWIDTH equal to CBW20)

d) A 40 MHz non-HT duplicate, HT, or VHT PPDU (TXVECTOR parameter CH BANDWIDTH
equal to CBW40)

80 MHz physical layer (PHY) protocol data unit (PPDU): A Clause 21 80 MHz very high throughput
(VHT) PPDU (TXVECTOR parameter CH BANDWIDTH equal to CBW80) or a Clause 21 80 MHz non-
high-throughput (non-HT) duplicate PPDU (TXVECTOR parameter CH. BANDWIDTH equal to CBW80).

160 MHz mask physical layer (PHY) protocol data unit (PPDU): A PPDU that is transmitted using the
160 MHz transmit spectral mask defined in Clause 21 and that is one of the following:

a) A 160 MHz very high throughput (VHT) PPDU (TXVECTOR parameter CH BANDWIDTH equal
to CBW160)

b) A 160 MHz non-high-throughput (non-HT) duplicate PPDU (TXVECTOR parameter
CH_BANDWIDTH equal to CBW160)

¢c) A 20 MHz non-HT, high-throughput (HT), or VHT PPDU (TXVECTOR parameter
CH_BANDWIDTH equal to CBW20)

d) A 40 MHz non-HT duplicate, HT, or VHT PPDU (TXVECTOR parameter CH BANDWIDTH
equal to CBW40)

e) An 80 MHznon-HT duplicate or VHT PPDU (TXVECTOR parameter CH BANDWIDTH equal to
CBWS0)

160 MHz physical layer (PHY) protocol data unit (PPDU): A Clause 21 160 MHz very high throughput
(VHT) PPDU (TXVECTOR parameter CH BANDWIDTH equal to CBW160) or a Clause 21 160 MHz
non-high-throughput (non-HT) duplicate PPDU (TXVECTOR parameter CH BANDWIDTH equal to
CBW160).

80+80 MHz mask physical layer (PHY) protocol data unit (PPDU): A PPDU that is transmitted using
the 80+80 MHz transmit spectral mask defined in Clause 21 and that is one of the following:

a)  An 80+80 MHz very high throughput (VHT) PPDU (TXVECTOR parameter CH_ BANDWIDTH
equal to CBW80+80)

b) An 80+80 MHz non-high-throughput (non-HT) duplicate PPDU (TXVECTOR parameter
CH_BANDWIDTH equal to CBW80+80)

80+80 MHz physical layer (PHY) protocol data unit (PPDU): A Clause 21 80+80 MHz very high
throughput (VHT) PPDU (TXVECTOR parameter CH BANDWIDTH equal to CBW80+80) or a
Clause 21 80+80 MHz non-high-throughput (non-HT) duplicate PPDU (TXVECTOR parameter
CH_BANDWIDTH equal to CBW80+80).

access category (AC): A label for the common set of enhanced distributed channel access (EDCA)
parameters that are used by a quality-of-service (QoS) station (STA) to contend for the channel in order to
transmit medium access control (MAC) service data units (MSDUs) with certain priorities.

access network query protocol (ANQP): The query protocol for access network information retrieval
transported by generic advertisement service (GAS) Public Action frames.

access period: A time period during a beacon interval established in a directional multi-gigabit (DMQG)
basic service set (BSS).

access point (AP) path: Path between two tunneled direct-link setup (TDLS) peer stations (STAs) via the
AP with which the STAs are currently associated.

145
Copyright © 2016 IEEE. All rights reserved.



IEEE Std 802.11-2016
IEEE Standard for Information Technology—Local and Metropolitan Area Networks—Specific Requirements
Part 11: Wireless LAN MAC and PHY Specifications

active mode: A power management mode in which a nonmesh station (STA) remains in the awake state,
and a mesh power management mode with respect to a neighbor peer mesh STA in which a mesh station
remains in the awake state and is expected to receive frames from this neighbor peer mesh STA.

advanced groupcast with retries (GCR): A set of features comprising the GCR block acknowledgment
retransmission policy and the GCR service period (GCR-SP) delivery method.

advertisement protocol: Access network query protocol (ANQP) and higher layer protocols defined
external to this standard that are used for network and service discovery.

advertisement server: A logical server that provides the information repository for a specific advertisement
protocol. The location of the physical server that instantiates the advertisement server is outside the scope of
this standard.

aggregated schedule: The aggregation of delivery and/or poll schedules by the quality-of-service (QoS)
access point (AP) for a particular QoS station (STA) into a single service period (SP).

authentication and key management (AKM) suite: A set of one or more algorithms designed to provide
authentication and key management, either individually or in combination with higher layer authentication
and key management algorithms outside the scope of this standard.

average noise power indicator (ANPI): A medium access control (MAC) indication of the average noise
plus interference power measured when the channel is idle as defined by three simultaneous conditions:
1) the virtual carrier sense (CS) mechanism indicates idle channel, 2) the station (STA) is not transmitting a
frame, and 3) the STA is not receiving a frame.

bandwidth signaling transmitter address (TA): A TA that is used by a very high throughput (VHT)
station (STA) to indicate the presence of additional signaling related to the bandwidth to be used in
subsequent transmission in an enhanced distributed channel access (EDCA) transmission opportunity
(TXOP). It is represented by the IEEE medium access control (MAC) individual address of the transmitting
VHT STA but with the Individual/Group bit set to 1.

base channel: Channel on which the tunneled direct-link setup (TDLS) peer station (STA) is associated
with an access point (AP).

basic channel unit (BCU): For television very high throughput (TVHT) operation, 6 MHz, 7 MHz, or
8 MHz, depending on the regulatory domain.

basic modulation and coding scheme (MCS) set: The set of MCS values that are supported by all high-
throughput (HT) stations (STAs) that are members of an HT basic service set (BSS).

basic space-time block coding (STBC) modulation and coding scheme (MCS): An MCS value and
STBC encoder specification used in the transmission of STBC-encoded Control frames and STBC-encoded
group addressed frames.

beacon header interval (BHI): The period of time that starts at the target beacon transmission time (TBTT)
of a beacon interval of a directional multi-gigabit (DMQ) basic service set (BSS) and that ends no later than
the beginning of the data transfer interval (DTI) of the beacon interval.

beacon transmission interval (BTI): The time interval between the start of the first Directional Multi-
gigabit (DMG) Beacon frame transmission by a DMG station (STA) in a beacon interval to the end of the
last DMG Beacon frame transmission by the STA in the same beacon interval.
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bufferable medium access control (MAC) management protocol data unit (MMPDU): An MMPDU
that is eligible to be queued for delivery using a power-saving mechanism (see Table 11-1).

bufferable unit (BU): A medium access control (MAC) service data unit (MSDU), aggregate MAC service
data unit (A-MSDU) [high-throughput (HT) stations (STAs) and directional multi-gigabit (DMG) STAs
only], or bufferable MAC management protocol data unit (MMPDU).

centralized coordination service root (CCSR): An entity that provides synchronization and configuration
services to synchronization access points (S-APs).

centralized coordination service set (CCSS): The collection of one centralized coordination service root
(CCSR) and a set of one or more synchronization access points (S-APs) that are stationary with respect to
their local environment while operating and are connected to the CCSR.

concealed groupcast with retries (GCR) frame: A group addressed frame that is transmitted using the
aggregate medium access control (MAC) service data unit (A-MSDU) frame format with the destination
address (DA) field set to the GCR concealment address.

contention based access period (CBAP): The time period in the data transfer interval (DTI) of a directional
multi-gigabit (DMG) basic service set (BSS) during which enhanced distributed channel access (EDCA) is
used.

contention free (CF) pollable: A station (STA) that is able to respond to a CF poll with a Data frame if such
a frame is queued and able to be generated.

contention free period (CFP): The time period during the operation of a point coordination function (PCF)
when the right to transmit is assigned to stations (STAs) solely by a point coordinator (PC), allowing frame
exchanges to occur between members of the basic service set (BSS) without contention for the wireless
medium (WM).

contention period (CP): The time period outside of the contention free period (CFP) in a point-coordinated
basic service set (BSS). In a BSS where there is no point coordinator (PC), this corresponds to the entire
time of operation of the BSS.

controlled access phase (CAP): A time period during which the hybrid coordinator (HC) maintains control
of the medium, after gaining medium access by sensing the channel to be idle for a point coordination
function (PCF) interframe space (PIFS) duration. It might span multiple consecutive transmission
opportunities (TXOPs) and can contain polled TXOPs.

deep sleep mode: A mesh power management mode with respect to a neighbor peer mesh STA in which a
mesh station (STA) alternates between awake and doze states and is not expected to receive beacons from
this neighbor peer mesh STA.

delivery-enabled access category (AC): A quality-of-service (QoS) access point (AP) AC where the AP is
allowed to use enhanced distributed channel access (EDCA) to deliver traffic from the AC to a QoS station
(STA) in an unscheduled service period (SP) triggered by the STA.

delivery traffic indication map (DTIM) interval: The interval between the consecutive target beacon
transmission times (TBTTs) of beacons containing a DTIM. The value, expressed in time units, is equal to
the product of the value in the Beacon Interval field and the value in the DTIM Period subfield in the TIM
element in Beacon frames.
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destination directional multi-gigabit (DMG) station (STA): A DMG STA identified by the destination
association identifier (AID) field contained in a Grant frame or Extended Schedule element that caused the
allocation of a service period (SP) or a contention based access period (CBAP).

direct sequence spread spectrum/complementary code keying (DSSS/CCK): A Clause 15 or Clause 16
transmission.

directional multi-gigabit (DMG): Pertaining to operation in a frequency band containing a channel with
the channel starting frequency above 45 GHz.

NOTE—The channel starting frequency for IEEE 802.11 stations (STAs) is defined in Annex E.

directional multi-gigabit (DMG) access point (AP): An AP whose radio transmitter is capable of
transmitting and receiving DMG physical layer (PHY) protocol data units (PPDUs).

directional multi-gigabit (DMG) antenna: A DMG antenna is a phased array, a single element antenna, or
a set of switched beam antennas covered by a quasi-omni antenna pattern.

directional multi-gigabit (DMG) basic service set (BSS): A BSS in which DMG Beacon frames are
transmitted by DMG stations (STAs).

directional multi-gigabit (DMG) frame: A frame transmitted or received within a DMG physical layer
(PHY) protocol data unit (PPDU).

directional multi-gigabit (DMG) physical layer (PHY) protocol data unit (PPDU): A Clause 20 PPDU.

directional multi-gigabit (DMG) station (STA): A STA whose radio transmitter is capable of transmitting
and receiving DMG physical layer (PHY) protocol data units (PPDUs).

directional transmission: A transmission that does not use an omnidirectional antenna pattern or quasi-
omni antenna pattern.

downlink: A unidirectional link from an access point (AP) to one or more non-AP stations (STAs) or a
unidirectional link from a non-AP destination directional multi-gigabit (DMG) STA to a non-AP source
DMG STA.

downlink multi-user multiple input, multiple output (DL-MU-MIMO): A technique by which an access
point (AP) with more than one antenna transmits a physical layer (PHY) protocol data unit (PPDU) to
multiple receiving non-AP stations (STAs) over the same radio frequencies, wherein each non-AP STA
simultaneously receives one or more distinct space-time streams.

dynamic bandwidth operation: A feature of a very high throughput (VHT) station (STA) in which the
request-to-send/clear-to-send (RTS/CTS) exchange, using non-high-throughput (non-HT) duplicate physical
layer (PHY) protocol data units (PPDUs), negotiates a potentially reduced channel width (compared to the
channel width indicated by the RTS) for subsequent transmissions within the current transmission
opportunity (TXOP).

dynamic frequency selection (DFS) owner: A station (STA) in an independent basic service set (IBSS) or
off-channel tunneled direct link setup (TDLS) direct link that takes responsibility for selecting the next
channel after radar is detected operating in a channel. Due to the nature of IBSSs, it cannot be guaranteed
that there is a single DFS owner at any particular time and the protocol is robust to this situation.

EAPOL-Key confirmation key (KCK): A key used to integrity-check an EAPOL-Key frame.
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EAPOL-Key encryption key (KEK): A key used to encrypt the Key Data field in an EAPOL-Key frame.

EAPOL-Key frame: A Data frame that carries all or part of an IEEE 802.1X EAPOL PDU of type EAPOL-
Key.

EAPOL-Key request frame: A Data frame that carries all of part of an IEEE 802.1X EAPOL-Key protocol
data unit (PDU) with the Request bit in the Key Information field in the IEEE 802.11 key descriptor set to 1.

EAPOL-Start frame: A Data frame that carries all or part of an IEEE 802.1X EAPOL PDU of type
EAPOL-Start.

emergency services association: A robust security network association (RSNA) between an access point
(AP) and a non-AP station (STA) without security credentials; the non-AP STA is granted access to
emergency services using unprotected frames via this association.

enhanced distributed channel access (EDCA): The prioritized carrier sense multiple access with collision
avoidance (CSMA/CA) access mechanism used by quality-of-service (QoS) stations (STAs) in a QoS basic
service set (BSS) and STAs operating outside the context of a BSS. This access mechanism is also used by
the QoS access point (AP) and operates concurrently with hybrid coordination function (HCF) controlled
channel access (HCCA).

enhanced distributed channel access function (EDCAF): A logical function in a quality-of-service (QoS)
station (STA) that determines, using enhanced distributed channel access (EDCA), when a frame in the
transmit queue with the associated access category (AC) is permitted to be transmitted via the wireless
medium (WM). There is one EDCAF per AC.

extended centralized access point (AP) or personal basic service set (PBSS) control point (PCP)
cluster (ECAPC): The collection of 1) a single centralized coordination service set (CCSS), 2) the set of
centralized AP or PCP clusters such that each synchronization AP (S-AP) of a centralized AP or PCP cluster
is within the CCSS, and 3) all stations (STAs) within the basic service sets (BSSs) of the S-APs and member
APs and PCPs of the centralized AP or PCP clusters.

extended channel switching (ECS): A procedure that is used to announce a pending change of operating
channel, operating class, or both.

extended rate physical layer (ERP): A physical layer (PHY) compliant with Clause 18.

extended rate physical layer (PHY) using complementary code keying (CCK) modulation (ERP-
CCK): A mode of operation of a PHY operating under Clause 18 rules, where MODULATION=ERP-CCK.

extended rate physical layer (PHY) using direct sequence spread spectrum (DSSS) modulation (ERP-
DSSS): A PHY operating under Clause 18 rules, where MODULATION=ERP-DSSS.

extended rate physical layer (PHY) using direct sequence spread spectrum (DSSS) or complementary
code keying (CCK) modulation (ERP-DSSS/CCK): A PHY operating under Clause 18 rules, where
MODULATION=ERP-CCK or MODULATION=ERP-DSSS.

extended rate physical layer (PHY) using orthogonal frequency division multiplexing (OFDM)
modulation (ERP-OFDM): A mode of operation of a PHY operating under Clause 18 rules, where
MODULATION=ERP-OFDM.

extended service set (ESS) link: In the context of an IEEE 802.11 medium access control (MAC) entity, a
connection path through the wireless medium between a non-access-point (non-AP) station (STA) and one
of the APs that is a member of the ESS.
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fast basic service set (BSS) transition (FT) 4-way handshake: A pairwise key management protocol used
during FT initial mobility domain association. This handshake confirms mutual possession of a pairwise
master key, the PMK-R1, by two parties and distributes a group temporal key (GTK).

fast basic service set (BSS) transition (FT) initial mobility domain association: The first association or
first reassociation procedure within a mobility domain, during which a station (STA) indicates its intention
to use the FT procedures.

fast basic service set (BSS) transition (FT) originator: A station (STA) that initiates the FT protocol by
sending an FT Request frame or an Authentication frame with Authentication Algorithm Number field equal
to Fast BSS Transition.

fine timing measurement (FTM) procedure: A procedure that allows a station (STA) to determine its
distance from another STA.

flexible multicast service (FMS): A service that enables a non-access-point (non-AP) station (STA) to
request a multicast delivery interval longer than the delivery traffic indication map (DTIM) interval for the
purposes of lengthening the period of time a STA can be in a power save state.

flexible multicast service (FMS) stream: A succession of frames transmitted by the access point (AP) that
correspond to a single flexible multicast stream identifier (FMSID).

flexible multicast service (FMS) stream set: A collection of FMS streams identified by the value of the
FMS Token field, used during the FMS Request procedure.

flexible multicast stream identifier (FMSID): An identifier assigned by the access point (AP) to a
particular group addressed stream subsequent to a successful FMS Request.

fragmentation: The process of partitioning a medium access control (MAC) service data unit (MSDU) or
MAC management protocol data unit (MMPDU) into a sequence of smaller MAC protocol data units
(MPDUs) prior to transmission. The process of recombining a set of fragment MPDUs into an MSDU or
MMPDU is known as defragmentation. These processes are described in 5.8.1.9 of ISO/IEC 7498-1:1994.

future channel guidance: future channel guidance communicates likely future channel information so that
STAs can efficiently move their activity when the absence of Beacon frames is noticed.

geolocation database (GDB): A database whose operation is mandated or authorized by a regulatory
authority and that organizes storage of information by geographic location.

geolocation database dependent (GDD): A modifier describing when station (STA) operation is
dependent on information received from a geolocation database (GDB).

geolocation database dependent (GDD) access point (AP): A station (STA) dependent on information
received from a geolocation database (GDB) in order to initiate and maintain a network.

geolocation database dependent (GDD) dependent station (STA): A STA that is under the control of a
GDD enabling STA.

geolocation database dependent (GDD) enabling station (STA): A STA that has the authority to control
the operation of GDD dependent STAs after obtaining available spectrum for use at its own location.

geolocation database dependent (GDD) fixed station (STA): A STA whose geographical location
information is fixed and maintained in a geolocation database (GDB) and whose operation depends on
information received from that database.
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geolocation database dependent (GDD) geolocated non-access point (non-AP) station (STA): A STA
that is not an AP and is authorized by a geolocation database (GDB) to operate at its current location.

geolocation database dependent (GDD) non-access point (non-AP) station (STA): A STA that is not an
AP but operates under the control of a GDD enabling STA.

generic advertisement service (GAS): An over-the-air transportation service that provides over-the-air
transportation for frames of higher layer advertisements between stations (STAs) or between an
advertisement server and a non-access-point (non-AP) STA. The protocol(s) used to relay frames between
an AP, portal, and advertisement server is outside the scope of this standard. GAS supports higher layer
protocols that employ a query/response mechanism.

global operating class: An operating class value that is any of the non-reserved values in Table E-4.

group addressed bufferable unit (BU): A group addressed medium access control (MAC) service data unit
(MSDU) or group addressed bufferable MAC management protocol data unit (MMPDU)).

group addressed quality-of-service management frame (GQMF): A group addressed Management
frame that is transmitted using the quality-of-service management frame (QMF) service.

group addressed transmission service (GATS): A mechanism comprising directed multicast service
(DMS) and groupcast with retries (GCR), for delivery of group addressed frames.

group key handshake: A group key management protocol defined by this standard. It is used only to issue
a new group temporal key (GTK) to peers with whom the local station (STA) has already formed security
associations.

group temporal key security association (GTKSA): The context resulting from a successful group
temporal key (GTK) distribution exchange via either a group key handshake or a 4-way handshake.

groupcast with retries (GCR) active (GCR-A) delivery: A delivery method for a group addressed stream
subject to a GCR agreement wherein the frames are transmitted without regard to the power state of non-
access-point (non-AP) stations (STAs).

groupcast with retries (GCR) concealment address: A medium access control (MAC) address that is used
to prevent group addressed frames transmitted via the GCR unsolicited retry or GCR block ack
retransmission policies from being passed up the medium access control service access point (MAC SAP) of
GCR-incapable stations (STAs).

groupcast with retries (GCR) frame: A group addressed frame subject to a GCR agreement between the
access point (AP) and at least one station (STA) within the infrastructure basic service set (BSS) or between
peer mesh STAs in a mesh BSS.

groupcast with retries (GCR) group address: A group address subject to a GCR agreement between the
access point (AP) and at least one station (STA) within the basic service set (BSS) or between peer mesh
STAs in a mesh BSS.

groupcast with retries (GCR) service: A means for transmission and retransmission of medium access
control (MAC) service data units (MSDUs) to a destination that is a group address. The GCR service
provides greater reliability by using group addressed retransmissions, concealed from GCR-incapable
stations (STAs).
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groupcast with retries (GCR) service period (GCR-SP) aggregate medium access control (MAC)
service data unit (A-MSDU): An A-MSDU subject to the GCR service with the delivery method equal to
GCR-SP.

groupcast with retries (GCR) service period (GCR-SP) frame: A frame subject to the GCR service when
the delivery method is GCR-SP.

groupcast with retries (GCR) service period (GCR-SP) medium access control (MAC) service data
unit (MSDU): An MSDU subject to the GCR service with the delivery method equal to GCR-SP.

groupcast with retries (GCR) transmission opportunity (TXOP): An interval of time during which an
access point (AP) or a mesh station (STA) has the right to initiate frame exchange sequences onto the
wireless medium (WM) for the purpose of transmitting multiple frames that are subject to the GCR service.

high-throughput (HT) basic service set (BSS): A BSS in which Beacon frames transmitted by an HT
station (STA) include the HT Capabilities element.

high-throughput (HT) beamformee: An HT station (STA) that receives an HT physical layer (PHY)
protocol data unit (PPDU) that was transmitted using a beamforming steering matrix and that supports an
HT transmit beamforming feedback mechanism.

high-throughput (HT) beamformer: An HT station (STA) that transmits an HT physical layer (PHY)
protocol data unit (PPDU) using a beamforming steering matrix.

high-throughput (HT) delayed (HT-delayed) block acknowledgment (Ack): A delayed block ack
mechanism that requires the use of the compressed BlockAck frame and the No Acknowledgment ack
policy setting within both BlockAckReq and BlockAck frames. This block ack scheme is negotiated
between two HT stations (STAs) that both support HT-delayed block ack.

high-throughput (HT) greenfield (HT-greenfield) format: A physical layer (PHY) protocol data unit
(PPDU) format of the HT PHY using the HT-greenfield format preamble. This format is represented at the
PHY data service access point (SAP) by the TXVECTOR/RXVECTOR FORMAT parameter being equal to
HT GF.

high-throughput (HT) immediate (HT-immediate) block acknowledgment (Ack): An immediate block
ack mechanism that requires the use of the compressed BlockAck frame and an implicit block ack request
and allows partial-state operation at the recipient. This block ack scheme is negotiated between two HT or
directional multi-gigabit (DMG) stations (STAs).

high-throughput (HT) mixed (HT-mixed) format: A physical layer (PHY) protocol data unit (PPDU)
format of the HT PHY using the HT-mixed format preamble. This format is represented at the PHY data
service access point (SAP) by the TXVECTOR/RXVECTOR FORMAT parameter being equal to HT MF.

high-throughput (HT) modulation and coding scheme (HT-MCS): A specification of the HT physical
layer (PHY) parameters that consists of modulation order (e.g., BPSK, QPSK, 16-QAM, 64-QAM), forward
error correction (FEC) coding rate (e.g., 1/2, 2/3, 3/4, 5/6), and number of spatial streams (NSS) and that is
used in an HT PHY protocol data unit (PPDU).

high-throughput (HT) null data packet (NDP) announcement: A physical layer (PHY) protocol data unit
(PPDU) that contains one or more +HTC frames (i.e., frames with an HT Control field) that have the HT
NDP Announcement subfield equal to 1.

high-throughput (HT) physical layer (PHY) protocol data unit (PPDU): A Clause 19 PPDU with the
TXVECTOR FORMAT parameter equal to HT MF or HT GF.
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high-throughput (HT) station (STA) 2G4: An HT STA that is also a STA 2G4.
high-throughput (HT) station (STA) 5G: An HT STA that is also a STA 5G.

hybrid coordination function (HCF): A coordination function that combines and enhances aspects of the
contention based and contention free access methods to provide quality-of-service (QoS) stations (STAs)
with prioritized and parameterized QoS access to the wireless medium (WM), while continuing to support
non-QoS STAs for best-effort transfer. The HCF includes the functionality provided by both enhanced
distributed channel access (EDCA) and HCF controlled channel access (HCCA).

hybrid coordination function (HCF) controlled channel access (HCCA): The channel access mechanism
utilized by the hybrid coordinator (HC) to coordinate contention free media use by quality-of-service (QoS)
stations (STAs) for downlink individually addressed, uplink, and direct-link transmissions.

hybrid coordinator (HC): A type of coordinator, defined as part of the quality-of-service (QoS) facility,
that implements the frame exchange sequences and medium access control (MAC) service data unit
(MSDU) handling rules defined by the hybrid coordination function (HCF).

IEEE 802.11 station (STA): Any station that is compliant with IEEE Std 802.11. Any reference to the term
station (STA) in this standard that is not qualified by the term [EEE 802.11 implicitly refers to an
IEEE 802.11 station.

individually addressed bufferable unit (BU): An individually addressed medium access control (MAC)
service data unit (MSDU), individually addressed aggregate MAC service data unit (A-MSDU) [high-
throughput (HT) stations (STAs) and directional multi-gigabit (DMG) STAs only], or individually
addressed bufferable MAC management protocol data unit (MMPDU).

individually addressed quality-of-service management frame (IQMF): An individually addressed
Management frame that is transmitted using the quality-of-service management frame (QMF) service.

interworking service: A service that supports use of an IEEE 802.11 network with non-IEEE-802.11
networks. Functions of the interworking service assist non-access-point (non-AP) stations (STAs) in
discovering and selecting IEEE 802.11 networks, in using appropriate quality-of-service (QoS) settings for
transmissions, in accessing emergency services, and in connecting to subscription service providers (SSPs).

key counter: A 256-bit (32-octet) counter that is used in the pseudorandom function (PRF) to generate
initialization vectors (IVs). There is a single key counter per station (STA) that is global to that STA.

key data encapsulation (KDE): A format for data other than elements in the EAPOL-Key Data field.

key management service: A service to distribute and manage cryptographic keys within a robust security
network (RSN).

light sleep mode: A mesh power management mode with respect to a neighbor peer mesh STA in which a
mesh station (STA) alternates between awake and doze states and is expected to receive beacons from this
neighbor peer mesh STA.

link: In the context of an IEEE 802.11 medium access control (MAC) entity, a physical path consisting of
exactly one traversal of the wireless medium (WM) that is usable to transfer MAC service data units
(MSDUs) between two stations (STAs).

location configuration information (LCI): As defined in IETF RFC 6225: includes latitude, longitude, and
altitude, with uncertainty indicators for each.
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medium access control (MAC) management protocol data unit (MMPDU): The unit of data exchanged
between two peer MAC entities, using services of the physical layer (PHY), to implement the MAC
management protocol. The MMPDU is transported in one or more Management frames. The MMPDU
might include a Mesh Control field or management message integrity code element (Management MIC
element), but does not include a MAC header, a frame check sequence (FCS), or any other security
encapsulation overhead.

NOTE—The MMPDU occupies a position in the management plane similar to that of the MAC service data unit
(MSDU) in the data plane. An MSDU or MMPDU is transmitted in one or more MAC protocol data units (MPDUs)
(with the Type field set to Data or Management, respectively). An MSDU can be carried in an aggregate MAC service
data unit (A-MSDU). An A-MSDU is transmitted in one MPDU. An MSDU, A-MSDU, or MMPDU can be carried (in
an MPDU) in an A-MPDU.

mesh awake window: A period of time during which the mesh station (STA) operates in awake state after
its Beacon or Probe Response frame transmission that contained the Mesh Awake Window element.

mesh coordination function (MCF): A coordination function that combines aspects of the contention
based and scheduled access methods. The MCF includes the functionality provided by both enhanced
distributed channel access (EDCA) and MCF controlled channel access (MCCA).

mesh coordination function (MCF) controlled channel access (MCCA): A coordination function for the
mesh basic service set (MBSS).

mesh coordination function (MCF) controlled channel access opportunity (MCCAOP): A period of
time scheduled for frame transmissions between mesh stations (STAs) using MCF controlled channel access
(MCCA).

mesh Data frame: A Data frame that is transmitted by a mesh station (STA).

mesh peer service period: A period of time during which one or more individually addressed frames are
transmitted between two peer mesh stations (STAs) with at least one of those mesh STAs operating in light
sleep or deep sleep mode. A mesh peer service period is directional and might contain one or more
transmission opportunities (TXOPs).

mesh peer service period owner: A mesh station (STA) that obtains transmission opportunities (TXOPs),
transmits individually addressed frames to the recipient mesh STA in the mesh peer service period, and
terminates the mesh peer service period.

mesh peering management: A group of protocols to facilitate mesh peering establishment and closure.

mesh power management mode: The activity level identifier of a mesh station (STA) set per mesh peering
or for nonpeer neighbor STAs. A lower activity level enables a mesh STA to reduce its power consumption.

mesh power management mode tracking: Operation to observe the peering-specific mesh power
management modes from the peer mesh STAs and to maintain the peering-specific mesh power
management modes for each peer mesh STA.

message integrity code (MIC) key: TKIP only: The portion of a transient key used to validate the integrity
of medium access control (MAC) service data units (MSDUs) or MAC protocol data units (MPDUSs).

michael: The message integrity code (MIC) for the temporal key integrity protocol (TKIP).
minimum downlink transmission time (DTT) to uplink transmission time (UTT) [DTT2UTT] spacing:

The minimum time within a power save multi-poll (PSMP) sequence between the end of a station’s (STA’s)
PSMP-DTT and the start of its PSMP-UTT.
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modulation and coding scheme (MCS): A specification of the physical layer (PHY) parameters that
consists of modulation order (e.g., BPSK, QPSK, 16-QAM, 64-QAM, and 256-QAM), forward error
correction (FEC) coding rate (e.g., 1/2, 2/3, 3/4, 5/6), and, depending on the context, the number of space-
time streams.

modulation and coding scheme 32 (MCS 32) format: A physical layer (PHY) protocol data unit (PPDU)
format of the high-throughput (HT) PHY in which signals in two halves of the occupied channel width
contain the same information. This HT PPDU format supports the lowest rate.

modulation and coding scheme (MCS) feedback (MFB) requester: A station (STA) that transmits a
physical layer (PHY) protocol data unit (PPDU) containing an HT Control field in which the MCS request
(MRQ) subfield is equal to 1.

modulation and coding scheme (MCS) feedback (MFB) responder: A station (STA) that transmits a
physical layer (PHY) protocol data unit (PPDU) containing an HT Control field with the MFB field
containing an MCS index or the value 127 in response to a PPDU containing an HT Control field in which
the MCS request (MRQ) subfield is equal to 1.

multiple basic service set identifier (BSSID) set: A collection of cooperating access points (APs), such
that all of the APs use a common operating class, channel, and antenna connector.

multiple medium access control (MAC) sublayers link (MMSL): A link between two stations (STAs),
wherein one of the STAs is coordinated by a multiple MAC station management entity (MM-SME) that
delivered a Multiple MAC Sublayers (MMS) element to the peer STA.

multiple medium access control (MAC) sublayers link (MMSL) cluster: The set of all MMSLs between
a pair of stations (STAs).

multi-user (MU) beamformee: A non-access-point (non-AP) station (STA) that receives a physical layer
(PHY) protocol data unit (PPDU) that was transmitted using a multi-user beamforming steering matrix and
that supports the very high throughput (VHT) transmit beamforming feedback mechanism with a VHT null
data packet (NDP) Announcement frame that includes more than one STA Info field.

multi-user (MU) beamformer: An access point (AP) that transmits a physical layer (PHY) protocol data
unit (PPDU) using a multi-user beamforming steering matrix.

multi-user (MU) physical layer (PHY) protocol data unit (PPDU): A PPDU that carries one or more
PHY service data units (PSDUs) for one or more stations (STAs) using the downlink multi-user multiple
input, multiple output (DL-MU-MIMO) technique.

no acknowledgment/no retry (No-Ack/No-Retry): A retransmission policy for group addressed frames in
which each frame is transmitted once and without acknowledgment.

non-40-MHz-capable (non-40MC) high-throughput (HT) station (STA): A STA that is not a 40-MHz-
capable (40MC) HT STA.

nonaggregate medium access control (MAC) protocol data unit (non-A-MPDU) frame: A frame that is
transmitted in a physical layer (PHY) protocol data unit (PPDU) with the TXVECTOR AGGREGATION
parameter either absent or equal to NOT AGGREGATED.

nonbandwidth signaling transmitter address (TA): An address in the TA field of an medium access
control (MAC) protocol data unit (MPDU) in which the Individual/Group bit has the value 0.
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nonbufferable medium access control (MAC) management protocol data unit (MMPDU): An
MMPDU that is not a bufferable MMPDU.

nonconcealed groupcast with retries (GCR) frame: A group addressed frame that is not transmitted to the
GCR concealment address.

nonextended rate physical layer (NonERP): A physical layer (PHY) compliant with Clause 15 or
Clause 16, but not with Clause 18.

nongroupcast with retries (non-GCR): A method for delivering group addressed frames without using the
groupcast with retries (GCR) unsolicited retry retransmission policy, the GCR block acknowledgment
retransmission policy, or the GCR service period (GCR-SP) delivery method.

nongroupcast with retries service period (non-GCR-SP): A method for the delivery of group addressed
frames without the use of a groupcast with retries service period (GCR-SP).

non-high-throughput (non-HT): A modifier meaning neither high throughput (HT) nor very high
throughput (VHT).

non-high-throughput (non-HT) duplicate: A transmission format of the physical layer (PHY) that
duplicates a 20 MHz non-HT transmission in two or more 20 MHz channels and allows a station (STA) in a
non-HT basic service set (BSS) on any one of the 20 MHz channels to receive the transmission. A non-HT
duplicate format is one of the following:
a) 40 MHz non-HT duplicate: A transmission format of the PHY that replicates a 20 MHz non-HT
transmission in two adjacent 20 MHz channels.
b) 80 MHz non-HT duplicate: A transmission format of the PHY that replicates a 20 MHz non-HT
transmission in four adjacent 20 MHz channels.
¢) 160 MHz non-HT duplicate: A transmission format of the PHY that replicates a 20 MHz non-HT
transmission in eight adjacent 20 MHz channels.
d) 80+80 MHz non-HT duplicate: A transmission format of the PHY that replicates a 20 MHz non-HT
transmission in two frequency segments of four adjacent 20 MHz channels where the two frequency
segments of channels are not adjacent.

non-high-throughput (non-HT) duplicate frame: A frame transmitted in a non-HT duplicate physical
layer (PHY) protocol data unit (PPDU).

non-high-throughput (non-HT) duplicate in television white spaces (TVWS) band: A transmission
format of the physical layer (PHY) that duplicates a single basic channel unit (BCU) non-HT transmission in
two or more BCUs and allows a station (STA) in a non-HT basic service set (BSS) on any one BCU to
receive the transmission. A non-HT duplicate format is one of the following:
a) TVHT W non-HT duplicate: A PHY transmission that replicates a non-HT PHY protocol data unit
(PPDU) two times in a single BCU
b) TVHT 2W non-HT duplicate: A PHY transmission that replicates a non-HT PPDU four times in
two contiguous BCUs
c¢) TVHT 4W non-HT duplicate: A PHY transmission that replicates a non-HT PPDU eight times in
four contiguous BCUs
d) TVHT W+W non-HT duplicate: A PHY transmission that replicates a non-HT PPDU two times in
each single BCU
e) TVHT 2W+2W non-HT duplicate: A PHY transmission that replicates a non-HT PPDU four times
in each of two contiguous BCUs
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non-high-throughput (non-HT) duplicate physical layer (PHY) protocol data unit (PPDU): A PPDU
transmitted by a Clause 19 or Clause 21 PHY with the TXVECTOR FORMAT parameter equal to
NON_HT and the CH_ BANDWIDTH parameter equal to NON_HT CBW40, CBW40, CBW80, CBW160,
or CBW8&0+80.

non-high-throughput (non-HT) duplicate physical layer (PHY) protocol data unit (PPDU) in
television white spaces (TVWS) band: A PPDU transmitted by a Clause 22 PHY with the TXVECTOR
parameter FORMAT set to NON_HT and the TXVECTOR parameter CH_ BANDWIDTH setto TVHT W,
TVHT 2W, TVHT 4W, TVHT W+W, or TVHT 2W+2W.

non-high-throughput (non-HT) physical layer (PHY) protocol data unit (PPDU): A PPDU that is
transmitted by Clause 15, Clause 16, Clause 17, or Clause 18 PHY, or not using a TXVECTOR FORMAT
parameter equal to HT MF, HT GF or VHT.

non-high-throughput (non-HT) SIGNAL field (L-SIG) transmit opportunity (TXOP) protection: A
protection mechanism in which protection is established by the non-HT SIG Length and Rate fields
indicating a duration that is longer than the duration of the PPDU itself.

nonpeer mesh power management mode: The activity level identifier of a mesh station (STA) toward
nonpeer neighbor mesh STAs. Two nonpeer mesh power management modes are defined: active mode and
deep sleep mode.

non-personal basic service set (BSS) control point (non-PCP) station (STA): A STA that is not a
personal BSS control point (PCP).

non-phased-coexistence-operation-capable (non-PCO-capable) 20/40 station (STA): A high-throughput
(HT) STA that included a value of 1 in the Supported Channel Width Set subfield (indicating its capability
to operate on a 40 MHz channel) of its most recent transmission of a frame containing an HT Capabilities
element and that sets the PCO field in the HT Extended Capabilities field to 0.

nonprimary channel: In a 40 MHz, 80 MHz, 160 MHz, or 80+80 MHz very high throughput (VHT) basic
service set (BSS), any 20 MHz channel other than the primary 20 MHz channel.

non-quality-of-service management frame (non-QMF) access point (AP): An AP that does not
implement the quality-of-service management frame (QMF) service.

non-quality-of-service management frame (non-QMF) station (STA): A STA that does not implement
the quality-of-service management frame (QMF) service.

non-space-time-block-coding (non-STBC) frame: A frame that is transmitted in a physical layer (PHY)
protocol data unit (PPDU) that has the TXVECTOR STBC parameter equal to 0, or a frame that is received
in a PPDU that has the RXVECTOR STBC parameter equal to 0.

nontransmitted basic service set (BSS) identifier (BSSID): A BSSID that is not transmitted explicitly, but
that can be derived from the information encoded in Probe Response, Beacon and directional multi-gigabit
(DMG) Beacon frames and Neighbor reports.

null data packet (NDP): A physical layer (PHY) protocol data unit (PPDU) that carries no Data field.

off-channel: A channel used by a tunneled direct link setup (TDLS) station (STA) that does not overlap the
channel(s) used by the access point (AP) with which the TDLS STA is associated.

operating class: An E.1 index into a set of values for radio operation in a regulatory domain.
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operational rate set: The set of data rates that a station (STA) is capable of receiving. The operational rate
set is defined locally by the OperationalRateSet parameter of the MLME-START.request or MLME-
JOIN.request primitive. The operational rate set of a peer is defined by the data rates (i.e., excluding the
MSB of each octet of the (Extended) Supported Rates field) from the peer’s Supported Rates and BSS
Membership Selectors element and, if present, the Extended Supported Rates and BSS Membership
Selectors element.

outside the context of a basic service set (BSS) (OCB): A mode of operation in which a STA is not a
member of a BSS and does not utilize IEEE 802.11 authentication, association, or data confidentiality
services.

pairwise master key (PMK): The key derived from a key generated by an Extensible Authentication
Protocol (EAP) method or obtained directly from a preshared key (PSK).

pairwise master key (PMK) RO key holder (ROKH): The component of robust security network
association (RSNA) key management of the Authenticator that is authorized to derive and hold the
PMK-RO, derive the PMK-R1s, and distribute the PMK-R1s to the R1KHs.

pairwise master key (PMK) R0 key holder identifier (ROKH-ID): An identifier that names the holder of
the PMK-RO in the Authenticator.

pairwise master key (PMK) R0 name (PMKROName): An identifier that names the PMK-RO.

pairwise master key (PMK) R0 (PMK-R0): The key at the first level of the fast basic service set (BSS)
transition (FT) key hierarchy.

pairwise master key (PMK) R1 key holder (R1KH): The component of robust security network
association (RSNA) key management of the Authenticator that receives a PMK-R1 from the ROKH, holds
the PMK-R1, and derives the pairwise transient keys (PTKs).

pairwise master key (PMK) R1 key holder identifier (R1IKH-ID): An identifier that names the holder of
a PMK-R1 in the Authenticator.

pairwise master key (PMK) R1 name (PMKR1Name): An identifier that names a PMK-R1.

pairwise master key (PMK) R1 (PMK-R1): A key at the second level of the fast basic service set (BSS)
transition (FT) key hierarchy.

pairwise master key (PMK) SO key holder (SOKH): The component of robust security network
association (RSNA) key management of the Supplicant that derives and holds the PMK-RO, derives the
PMK-R1s, and provides the PMK-R1s to the SIKH.

pairwise master key (PMK) S0 key holder identifier (SOKH-ID): An identifier that names the holder of
the PMK-RO in the Supplicant.

pairwise master key (PMK) S1 key holder (S1KH): The component of robust security network
association (RSNA) key management in the Supplicant that receives a PMK-R1 from the SOKH, holds the
PMK-R1, and derives the pairwise transient keys (PTKs).

pairwise master key (PMK) S1 key holder identifier (SIKH-ID): An identifier that names the holder of
the PMK-R1 in the Supplicant.
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pairwise master key security association (PMKSA): The context resulting from a successful IEEE
802.1X authentication exchange between the peer and Authentication Server (AS) or from a preshared key
(PSK).

pairwise transient key (PTK): A concatenation of session keys derived from the pairwise master key
(PMK) or from the PMK-R1. Its components are a key confirmation key (KCK), a key encryption key
(KEK), and a temporal key (TK), which is used to protect information exchanged over the link.

pairwise transient key (PTK) name (PTKName): An identifier that names the PTK.

pairwise transient key security association (PTKSA): The context resulting from a successful 4-way
handshake between a peer and Authenticator.

parameterized quality of service (QoS): The treatment of the medium access control (MAC) protocol data
units (MPDUs) depends on the parameters associated with the MPDU. Parameterized QoS is primarily
provided through the hybrid coordination function (HCF) controlled channel access (HCCA) mechanism,
but is also provided by the enhanced distributed channel access (EDCA) mechanism when used with a
traffic specification (TSPEC) for admission control.

payload protected (PP) aggregate medium access control (MAC) service data unit (A-MSDU): An
A-MSDU that is protected with counter mode (CTR) with cipher-block chaining message authentication
code (CBC-MAC) protocol (CCMP) or Galois/counter mode (GCM) protocol (GCMP) but does not include
the A-MSDU Present field (bit 7 of the QoS Control field) in the construction of the additional
authentication data (AAD).

peer trigger frame: A Mesh Data or quality-of-service (QoS) Null frame that initiates a mesh peer service
period.

PeerKey handshake: A key management protocol composed of the station-to-station link (STSL) master
key (SMK) handshake and the 4-way STSL transient key (STK) handshake. This is used to create new SMK
security associations (SMKSAs) and STK security associations (STKSAs) to secure the STSLs.

peer-specific mesh power management mode: The activity level identifier of a mesh station (STA) set per
mesh peering. Three peer-specific mesh power management modes are defined: active mode, light sleep
mode, and deep sleep mode.

per-frame sequence counter: For temporal key integrity protocol (TKIP), the counter that is used as the
nonce in the derivation of the per-frame encryption key. For counter mode with cipher-block chaining
message authentication code protocol (CCMP) or Galois/counter mode (GCM) protocol (GCMP), the per-
frame initialization vector (IV).

personal basic service set (PBSS): A directional multi-gigabit (DMG) basic service set (BSS) that includes
one STA that is in a PBSS control point (PCP), and in which access to a distribution system (DS) is not
present.

personal basic service set (PBSS) control point (PCP): An entity that contains one station (STA) and
coordinates access to the wireless medium (WM) by STAs that are members of a PBSS.

personal basic service set (PBSS) control point (PCP) or access point (AP) cluster: A single directional
multi-gigabit (DMG) synchronization AP or synchronization PCP, plus zero or more neighboring DMG APs
or PCPs (or a mixture of both) that join as member APs and PCPs to the synchronization AP or
synchronization PCP.
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phased coexistence operation (PCQO): A basic service set (BSS) mode with alternating 20 MHz and
40 MHz phases controlled by an access point (AP).

phased coexistence operation (PCQ) active access point (AP): A high-throughput (HT) AP that is
operating PCO.

phased coexistence operation (PCO) active basic service set (BSS): A BSS in which a PCO active access
point (AP) has the PCO Active field in the HT Operation element equal to 1.

phased coexistence operation (PCQ) active non-access-point (non-AP) station (STA): A high-
throughput (HT) non-AP STA that is associated with a PCO basic service set (BSS) and following PCO.

phased coexistence operation (PCOQ) active station (STA): A STA that is either a PCO active access point
(AP) or a PCO active non-AP STA.

phased coexistence operation (PCO) capable (PCO-capable) access point (AP): A high-throughput (HT)
AP that sets the PCO field in the HT Extended Capabilities field to 1.

phased coexistence operation (PCO) capable (PCO-capable) non-access-point (non-AP) station
(STA): A high-throughput (HT) non-AP STA that sets the PCO field in the HT Extended Capabilities field
to 1.

phased coexistence operation (PCO) capable (PCO-capable) station (STA): A STA that is either a PCO
capable access point (AP) or a PCO capable non-AP STA.

phased coexistence operation (PCO) inactive basic service set (BSS): A 20/40 MHz BSS in which an
access point (AP) has the PCO Active field in the HT Operation element equal to 0.

point coordination function (PCF): A class of possible coordination functions in which the coordination
function logic is active in only one station (STA) in a basic service set (BSS) at any given time that the
network is in operation.

point coordinator (PC): The entity within the STA in an AP that performs the point coordination function.

power save (PS) mode: A power management mode in which a nonmesh station (STA) alternates between
awake and doze states.

power save multi-poll (PSMP): A mechanism that provides a time schedule that is used by an access point
(AP) and its stations (STAs) to access the wireless medium. The mechanism is controlled using the PSMP
frame.

power save multi-poll (PSMP) burst: A series of one or more PSMP sequences, separated by short
interframe space (SIFS).

power save multi-poll downlink transmission time (PSMP-DTT): A period of time described by a PSMP
frame during which the access point (AP) transmits.

power save multi-poll (PSMP) sequence: A sequence of frames in which the first frame is a PSMP frame
that is followed by transmissions in zero or more power save multi-poll downlink transmission times
(PSMP-DTTs) and then by transmissions in zero or more power save multi-poll uplink transmission times
(PSMP-UTTs). The schedule of the PSMP-DTTs and PSMP-UTTs is defined in the PSMP frame.

power save multi-poll (PSMP) session: The relationship between an AP and one or more STAs that exists
while any TS exists that uses the PSMP mechanism with the same service period.
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power save multi-poll uplink transmission time (PSMP-UTT): A period of time described by a PSMP
frame during which a non-access-point (non-AP) station (STA) can transmit.

power save multi-poll uplink transmission time (PSMP-UTT) spacing: The period of time between the
end of one PSMP-UTT and the start of the following PSMP-UTT within the same PSMP sequence.

power save (PS) station (STA): A station that is in power save mode.

pre-robust security network association (pre-RSNA): The type of association used by a pair of stations
(STAs) if the procedure for establishing authentication or association between them did not include the 4-
way handshake.

pre-robust security network association (pre-RSNA) STA: A STA that is not able to create robust
security network associations (RSNAs).

primary 20 MHz channel: In a 40 MHz, 80 MHz, 160 MHz, or 80+80 MHz very high throughput (VHT)
basic service set (BSS), the 20 MHz channel that is used to transmit 20 MHz physical layer (PHY) protocol
data units (PPDUs). In a VHT BSS, the primary 20 MHz channel is also the primary channel.

primary 40 MHz channel: In an 80 MHz, 160 MHz, or 80+80 MHz very high throughput (VHT) basic
service set (BSS), the 40 MHz channel that is used to transmit 40 MHz physical layer (PHY) protocol data
units (PPDUs).

primary 80 MHz channel: In a 160 MHz or 80+80 MHz very high throughput (VHT) basic service set
(BSS), the 80 MHz channel that is used to transmit 80 MHz physical layer (PHY) protocol data units
(PPDUs).

primary access category (AC): The AC associated with the enhanced distributed channel access function
(EDCAF) that gains channel access.

Protected Dual of Public Action frame: An Action frame with the category value specified in 9.4.1.11
(Table 9-47). For each Protected Dual of Public Action frame, there is a dual Action frame in a category that
is specified with “No” in the “Robust” column of Table 9-47.

quality-of-service management frame (QMF): A Management frame that is transmitted using the QMF
service.

quality-of-service management frame (QMF) access point (AP): A quality-of-service AP that
implements the QMF service.

quality-of-service management frame (QMF) policy: A policy defining the access category of
Management frames. QMF stations (STAs) transmit their Management frames using the access category
defined by the policy.

quality-of-service management frame (QMF) service: A service in which the enhanced distributed
channel access (EDCA) access category with which a Management frame is sent is determined according to

a configured policy.

quality-of-service management frame (QMF) station (STA): A quality-of-service STA that implements
the QMF service.

quality-of-service (QoS) frame: A frame containing the QoS Control field.
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quasi-omni antenna pattern: A directional multi-gigabit (DMG) antenna operating mode with the widest
beamwidth attainable.

receive sector sweep (RXSS): Reception of Sector Sweep (SSW) frames via different sectors, in which a
sweep is performed between consecutive receptions.

received signal-to-noise indicator (RSNI): An indication of the signal-to-noise plus interference ratio of a
received frame.

resource information container (RIC): A sequence of elements that include resource request and response
parameters.

reverse direction (RD) initiator: A station (STA) that is a transmit opportunity (TXOP) holder that
transmits a medium access control (MAC) protocol data unit (MPDU) in which the reverse direction grant/
more physical layer protocol data unit (RDG/More PPDU) subfield is equal to 1.

reverse direction (RD) responder: A station (STA) that is not the RD initiator and whose medium access
control (MAC) address matches the value of the Address 1 field of a received MAC protocol data unit
(MPDU) in which the RDG/More PPDU subfield is equal to 1.

robust Action frame: An Action frame with a category value specified in 9.4.1.11 (Table 9-47 with “Yes”
in the “Robust” column).

robust Management frame: A Management frame that is eligible for protection.

robust security network association (RSNA): The type of association used by a pair of stations (STAs) if
the procedure to establish authentication or association between them includes the 4-way handshake or FT
protocol. Note that existence of an RSNA between two STAs does not of itself provide robust security.
Robust security is provided when all STAs in the network use RSNAs.

robust security network association (RSNA) capable (RSNA-capable): Pertains to a station (STA) that is
able to create RSNAs.

robust security network association (RSNA) key management: Key management that includes the 4-way
handshake, the group key handshake, authenticated mesh peering exchange, mesh group key handshake, and
the PeerKey handshake. If fast basic service set (BSS) transition (FT) is enabled, the FT 4-way handshake
and FT authentication sequence are also included.

robust security network (RSN): A security network that allows only the creation of robust security
network associations (RSNAs). An RSN can be identified by the indication in the RSN element (RSNE) of
Beacon frames that the group cipher suite specified is not wired equivalent privacy (WEP).

scheduled service period (SP): An SP that is scheduled by a quality-of-service (QoS) access point (AP) or
a personal basic service set (PBSS) control point (PCP).

secondary 20 MHz channel: In a 40 MHz very high throughput (VHT) basic service set (BSS), the 20 MHz
channel adjacent to the primary 20 MHz channel that together form the 40 MHz channel of the 40 MHz
VHT BSS. In an 80 MHz VHT BSS, the 20 MHz channel adjacent to the primary 20 MHz channel that
together form the primary 40 MHz channel of the 80 MHz VHT BSS. In a 160 MHz or 80+80 MHz VHT
BSS, the 20 MHz channel adjacent to the primary 20 MHz channel that together form the primary 40 MHz
channel of the 160 MHz or 80+80 MHz VHT BSS. In a VHT BSS, the secondary 20 MHz channel is also
the secondary channel.
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secondary 40 MHz channel: In an 80 MHz very high throughput (VHT) basic service set (BSS), the 40
MHz channel adjacent to the primary 40 MHz channel that together form the 80 MHz channel of the 80
MHz VHT BSS. In a 160 MHz or 80+80 MHz VHT BSS, the 40 MHz channel adjacent to the primary 40
MHz channel that together form the primary 80 MHz channel.

secondary 80 MHz channel: In a 160 MHz or 80+80 MHz very high throughput (VHT) basic service set
(BSS), the 80 MHz channel not including the primary 20 MHz channel, that together with the primary 80
MHz channel form the 160 MHz or 80+80 MHz channel of the 160 MHz or 80+80 MHz VHT BSS.

secondary access category (AC): An AC that is not associated with the enhanced distributed channel
access function (EDCAF) that gains channel access.

NOTE—Traffic associated with a secondary AC can be included in a multi-user (MU) physical layer (PHY) protocol
data unit (MU PPDU) that includes traffic associated with the primary AC. There could be multiple secondary ACs at a
given time.

secondary channel: A 20 MHz channel associated with a primary channel used by high-throughput (HT)
stations (STAs) for the purpose of creating a 40 MHz channel or used by very high throughput (VHT) STAs
for the purpose of creating the primary 40 MHz channel.

sector: A transmit or receive antenna pattern corresponding to a sector identifier (ID).

security network: A basic service set (BSS) in which the station (STA) starting the BSS provides
information about the security capabilities and configuration of the BSS by including the robust security
network element (RSNE) in Beacon frames.

self-protected action frame: An Action frame that is not eligible for protection by the robust management
frame service. The protection on each Self-protected Action frame is provided by the protocol that uses the
frame.

service interval (SI): The interval between the starts of two successive scheduled service periods (SPs).

service period (SP): A period of time during which one or more downlink individually addressed frames
are transmitted to a quality-of-service (QoS) station (STA) and/or one or more transmission opportunities
(TXOPs) are granted to the same STA. SPs are either scheduled or unscheduled.

NOTE—A non-access-point (non-AP) STA can have at most one nongroupcast with retries SP (non-GCR-SP) active at
any time.

shared bands: Radio frequency bands in which dissimilar services are permitted.

signaling and payload protected (SPP) aggregate medium access control (MAC) service data unit
(A-MSDU): An A-MSDU that is protected with counter mode (CTR) with cipher-block chaining message
authentication code (CBC-MAC) protocol (CCMP) or Galois/counter mode (GCM) protocol (GCMP) and
that includes the A-MSDU Present field (bit 7 of the QoS Control field) in the construction of the additional
authentication data (AAD).

sounding physical layer (PHY) protocol data unit (PPDU): A PPDU that is intended by the transmitting
station (STA) to enable the receiving STA to estimate the channel between the transmitting STA and the
receiving STA. The Not Sounding field in the High Throughput SIGNAL field (HT-SIG) is equal to 0 in
sounding PPDUs.

source directional multi-gigabit (DMG) station (STA): A DMG STA identified by the source association
identifier (AID) field contained in a Grant frame or Extended Schedule element that caused the allocation of
a service period (SP) or contention based access period (CBAP).
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space-time block coding (STBC) beacon: A beacon that is transmitted using the basic STBC modulation
and coding scheme (MCS) to enable discovery of the basic service set (BSS) by high-throughput (HT)
stations (STAs) that support the HT STBC feature in order to extend the range of the BSS.

space-time block coding (STBC) delivery traffic indication map (DTIM): An STBC beacon
transmission that is a DTIM Beacon frame.

space-time block coding (STBC) frame: A frame that is transmitted in a physical layer (PHY) protocol
data unit (PPDU) that has a nonzero value of the TXVECTOR STBC parameter, or a frame that is received
in a PPDU that has a nonzero value of the RXVECTOR STBC parameter.

spatial sharing (SPSH): Use of a frequency channel by multiple stations (STAs) that are located in the
same vicinity, and whose directional transmissions might overlap in time.

staggered preamble: A physical layer (PHY) preamble in a sounding PHY protocol data unit (PPDU) that
is not a null data packet (NDP) and that includes one or more Data Long Training fields (DLTFs) and one or
more Extension Long Training fields (ELTFs).

staggered sounding: The use of a sounding physical layer (PHY) protocol data unit (PPDU) that is not a
null data packet (NDP) and that includes one or more Data Long Training fields (DLTFs) and one or more
Extension Long Training fields (ELTFs).

station (STA) 2G4: A STA that is operating on a channel that belongs to any operating class that has a value
of 25 or 40 for the entry in the “Channel spacing” column and that has a value of 2.407 or 2.414 for the entry
in the “Channel starting frequency” column of any of the tables found in E.1.

station (STA) 5G: A STA that is operating on a channel that belongs to any operating class that has a value
of 20 or 40 for the entry in the “Channel spacing” column and that has a value of 5 for the entry in the
“Channel starting frequency” column of any of the tables found in E.1.

station-to-station link (STSL): A direct link established between two non-access-point (non-AP) stations
(STAs) while associated to a common access point (AP), that was not established using tunneled direct-link
setup (TDLS).

station-to-station link (STSL) master key security association (SMKSA): The context resulting from a
successful STSL master key (SMK) handshake.

station-to-station link (STSL) master key (SMK): A random value generated by an access point (AP)
during an SMK handshake. It is used for deriving an STSL transient key (STK).

station-to-station link (STSL) master key (SMK) handshake: A key management protocol between two
parties that creates a new SMK.

station-to-station link (STSL) transient key security association (STKSA): The context resulting from a
successful 4-way STSL transient key (STK) exchange.

station-to-station link (STSL) transient key (STK): A concatenation of session keys derived from the
STSL master key (SMK). Its components are an STSL key confirmation key (SKCK), an STSL key
encryption key (SKEK), and a temporal key (TK), which is used to protect information exchanged over the
link.

subscription service provider (SSP) roaming: The act when a station (STA) uses an SSP’s IEEE 802.11
infrastructure, with which the terminal has no direct agreement, based on a subscription and formal
agreement with the STA’s own SSP.
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successful transmission: A transmission and the reception of its expected acknowledgment or a
transmission for which no acknowledgment is expected.

sweep: A sequence of transmissions, separated by a short beamforming interframe space (SBIFS) interval,
in which the antenna configuration at the transmitter or receiver is changed between transmissions.

synchronization access point (AP) (S-AP): An AP that provides synchronization and other services to an
AP cluster or personal basic service set (PBSS) control point (PCP).

synchronization personal basic service set (PBSS) control point (PCP) (S-PCP): A PCP that provides
synchronization and other services to an access point (AP) cluster or PCP cluster.

television very high throughput 2W (TVHT_2W): Two contiguous basic channel units (BCUs) in
television white spaces (TVWS).

television very high throughput 2W+2W (TVHT_2W+2W): Two noncontiguous frequency segments,
each of which comprises two contiguous basic channel units (BCUs) in television white spaces (TVWS).

television very high throughput 4W (TVHT_4W): Four contiguous basic channel units (BCUs) in
television white spaces (TVWS).

television very high throughput (TVHT) basic service set (BSS): A set of stations (STAs) that consists of
a geolocation database dependent (GDD) enabling STA operating in television white spaces (TVWS) and
one or more of its GDD STAs.

television very high throughput W (TVHT_W): One basic channel unit in television white spaces
(TVWS).

television very high throughput W+W (TVHT_W+W): Two noncontiguous basic channel units (BCUs)
in television white spaces (TVWS).

temporal encryption key: The portion of a pairwise transient key (PTK) or group temporal key (GTK) used
directly or indirectly to encrypt data in medium access control (MAC) protocol data units (MPDUs).

temporal key (TK): Temporal key integrity protocol (TKIP) only: The combination of temporal encryption
key and a message integrity code (MIC) key. Non-TKIP only: A temporal encryption key.

time priority Management frame: a Management frame that is transmitted using specific frame type
channel access rules.

traffic indication map (TIM) broadcast: A service that enables a non-access-point (non-AP) station
(STA) to request periodic transmission of a TIM frame by the AP. TIM frames have shorter duration than
Beacon frames and can be transmitted at a higher physical layer (PHY) rate, which allows the STA to save
additional power while periodically checking for buffered traffic in standby mode, relative to the power
consumed if the station (STA) were to periodically wake up to receive a Beacon frame.

traffic stream identifier (TSID): Any of the identifiers usable by higher layer entities to distinguish
medium access control (MAC) service data units (MSDUs) to MAC entities for parameterized quality of
service (QoS) [i.e., the traffic stream (TS) with a particular traffic specification (TSPEC)] within the MAC
data service. The TSID is assigned to an MSDU in the layers above the MAC.

transition security network (TSN): A security network that allows the creation of pre-robust security
network associations (pre-RSNAs) as well as RSNAs. A TSN is identified by the indication in the robust
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security network element (RSNE) of Beacon frames that the group cipher suite in use is wired equivalent
privacy (WEP).

transmission opportunity (TXOP) holder: A quality-of-service (QoS) station (STA) that has either been
granted a TXOP by the hybrid coordinator (HC) or successfully contended for a TXOP.

transmission opportunity (TXOP) responder: A station (STA) that transmits a frame in response to a
frame received from a TXOP holder during a frame exchange sequence, but that does not acquire a TXOP in
the process.

transmit power: The effective isotropic radiated power (EIRP) when referring to the operation of an
orthogonal frequency division multiplexing (OFDM) physical layer (PHY) in a country where so regulated.

transmit sector sweep (TXSS): Transmission of multiple sector sweep (SSW) or directional multi-gigabit
(DMG) Beacon frames via different sectors, in which a sweep is performed between consecutive
transmissions.

transmit sector sweep (TXSS) contention based access period (CBAP): A CBAP that is available to all
stations (STAs) in an extended centralized personal basic service set (PBSS) control point (PCP) or access
point (AP) cluster outside which TXSSs in the data transfer interval (DTI) can be prohibited.

transmitted basic service set identifier (BSSID): The BSSID included in the medium access control
(MAC) header transmitter address field of a Beacon frame when the multiple BSSID capability is supported.

trigger-enabled access category (AC): A quality-of-service (QoS) station (STA) AC where frames of
subtype QoS Data and QoS Null from the STA that map to the AC trigger an unscheduled service period
(SP) if one is not in progress.

tunneled direct-link setup (TDLS): A protocol that uses a specific Ethertype encapsulation to TDLS
frames through an access point (AP) to establish a TDLS direct link.

tunneled direct-link setup (TDLS) direct link: Direct link between two non-access-point (non-AP)
stations (STAs) that has been established using the TDLS protocol.

tunneled direct-link setup (TDLS) initiator station (STA): A STA that transmits a TDLS Setup Request
frame or a TDLS Discovery Request frame.

tunneled direct-link setup (TDLS) peer power save mode (PSM): A PSM that is based on periodically
scheduled service periods (SPs), which can be used between two stations (STAs) that have set up a TDLS
direct link.

tunneled direct-link setup (TDLS) peer power save mode (PSM) initiator: A station (STA) that
transmits a TDLS Peer PSM Request frame.

tunneled direct-link setup (TDLS) peer power save mode (PSM) responder: A station (STA) that
transmits a TDLS Peer PSM Response frame.

tunneled direct-link setup (TDLS) peer station (STA): A STA with a TDLS direct link.
tunneled direct-link setup (TDLS) peer unscheduled automatic power save delivery (U-APSD) [TDLS

peer U-APSD (TPU)]|: A power save mode based on unscheduled service periods that can be used between
two stations (STAs) that have set up a TDLS direct link.
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tunneled direct-link setup (TDLS) peer unscheduled automatic power save delivery (U-APSD) [TDLS
peer U-APSD (TPU)] buffer station (STA): A TDLS peer STA that buffers traffic for a TPU sleep STA.

tunneled direct-link setup (TDLS) peer unscheduled automatic power save delivery (U-APSD) [TDLS
peer U-APSD (TPU)] sleep station (STA): A TDLS STA that entered power save mode on a TDLS direct
link and that is using TPU for the delivery of buffered traffic.

tunneled direct-link setup (TDLS) power save mode (PSM): TDLS peer PSM or peer unscheduled
automatic power save delivery (U-APSD).

tunneled direct-link setup (TDLS) responder station (STA): A STA that receives or is the intended
recipient of a TDLS Setup Request frame or TDLS Discovery Request frame.

TVHT_2W mask physical layer (PHY) protocol data unit (PPDU): One of the following PPDUs:

a)

b)

¢)

d)

A Clause 22 TVHT 2W very high throughput (VHT) PPDU (TX VECTOR parameter
CH BANDWIDTH set to TVHT 2W and TXVECTOR parameter FORMAT set to VHT)
transmitted using the TVHT 2W transmit spectral mask defined in 22.3.17.1

A Clause 22 TVHT 2W NON_HT PPDU (TX VECTOR parameter CH BANDWIDTH set to
TVHT 2W, TXVECTOR parameter FORMAT set to NON HT, and TXVECTOR parameter
NON_HT MODULATION set to NON HT DUP OFDM) transmitted using the TVHT 2W
transmit spectral mask defined in 22.3.17.1

A Clause 22 TVHT W VHT PPDU (TX_ VECTOR parameter CH_ BANDWIDTH setto TVHT W
and TXVECTOR parameter FORMAT set to VHT) transmitted using the TVHT 2W transmit
spectral mask defined in 22.3.17.1

A Clause 22 TVHT W NON HT PPDU (TX VECTOR parameter CH BANDWIDTH set to
TVHT W, TXVECTOR parameter FORMAT set to NON HT, and TXVECTOR parameter
NON_HT MODULATION set to NON HT DUP OFDM) transmitted using the TVHT 2W
transmit spectral mask defined in 22.3.17.1

TVHT_2W+2W mask physical layer (PHY) protocol data unit (PPDU): One of the following PPDUs:

a)

b)

A Clause 22 TVHT 2W+2W very high throughput (VHT) PPDU (TX VECTOR parameter
CH BANDWIDTH set to TVHT 2W+2W and TXVECTOR parameter FORMAT set to VHT)
transmitted using the TVHT 2W+2W transmit spectral mask defined in 22.3.17.1

A Clause 22 TVHT 2W-+2W NON_HT PPDU (TX VECTOR parameter CH BANDWIDTH set to
TVHT 2W+2W, TXVECTOR parameter FORMAT set to NON_HT, and TXVECTOR parameter
NON_HT MODULATION set to NON_HT DUP OFDM) transmitted using the TVHT 2W+2W
transmit spectral mask defined in 22.3.17.1

A Clause 22 TVHT 2W VHT PPDU (TX VECTOR parameter CH BANDWIDTH set to
TVHT 2W and TXVECTOR parameter FORMAT set to VHT) transmitted using the
TVHT 2W+2W transmit spectral mask defined in 22.3.17.1

A Clause 22 TVHT 2W NON_HT PPDU (TX VECTOR parameter CH BANDWIDTH set to
TVHT 2W, TXVECTOR parameter FORMAT set to NON HT, and TXVECTOR parameter
NON_HT MODULATION set to NON_HT DUP OFDM) transmitted using the TVHT 2W+2W
transmit spectral mask defined in 22.3.17.1

A Clause 22 TVHT W VHT PPDU (TX_ VECTOR parameter CH BANDWIDTH set to TVHT W
and TXVECTOR parameter FORMAT set to VHT) transmitted using the TVHT 2W+2W transmit
spectral mask defined in 22.3.17.1

A Clause 22 TVHT W NON HT PPDU (TX VECTOR parameter CH BANDWIDTH set to
TVHT W, TXVECTOR parameter FORMAT set to NON_HT, and TXVECTOR parameter
NON _HT MODULATION set to NON_HT DUP OFDM) transmitted using the TVHT 2W+2W
transmit spectral mask defined in 22.3.17.1
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TVHT_4W mask physical layer (PHY) protocol data unit (PPDU): One of the following PPDUs:

a)

b)

A Clause 22 TVHT 4W very high throughput (VHT) PPDU (TX VECTOR parameter
CH BANDWIDTH set to TVHT 4W and TXVECTOR parameter FORMAT set to VHT)
transmitted using the TVHT 4W transmit spectral mask defined in 22.3.17.1

A Clause 22 TVHT 4W NON_HT PPDU (TX VECTOR parameter CH BANDWIDTH set to
TVHT _4W, TXVECTOR parameter FORMAT set to NON_HT, and TXVECTOR parameter
NON_HT MODULATION set to NON_HT DUP OFDM) transmitted using the TVHT 4W
transmit spectral mask defined in 22.3.17.1

A Clause 22 TVHT 2W VHT PPDU (TX VECTOR parameter CH BANDWIDTH set to
TVHT 2W and TXVECTOR parameter FORMAT set to VHT) transmitted using the TVHT 4W
transmit spectral mask defined in 22.3.17.1

A Clause 22 TVHT 2W NON_HT PPDU (TX VECTOR parameter CH BANDWIDTH set to
TVHT 2W, TXVECTOR parameter FORMAT set to NON_HT, and TXVECTOR parameter
NON_HT MODULATION set to NON HT DUP OFDM) transmitted using the TVHT 4W
transmit spectral mask defined in 22.3.17.1

A Clause 22 TVHT W VHT PPDU (TX VECTOR parameter CH_ BANDWIDTH set to TVHT W
and TXVECTOR parameter FORMAT set to VHT) transmitted using the TVHT 4W transmit
spectral mask defined in 22.3.17.1

A Clause 22 TVHT W NON HT PPDU (TX VECTOR parameter CH BANDWIDTH set to
TVHT W, TXVECTOR parameter FORMAT set to NON HT, and TXVECTOR parameter
NON_HT MODULATION set to NON HT DUP OFDM) transmitted using the TVHT 4W
transmit spectral mask defined in 22.3.17.1

TVHT_MODE_1 physical layer (PHY) protocol data unit (PPDU): One of the following PPDUs: A
Clause 22 TVHT W VHT PPDU or TVHT W NON_HT PPDU.

TVHT_MODE_2C physical layer (PHY) protocol data unit (PPDU): One of the following PPDUs: A
Clause 22 TVHT 2W VHT PPDU or TVHT 2W NON_HT PPDU.

TVHT_MODE_2N physical layer (PHY) protocol data unit (PPDU): One of the following PPDUs: A
Clause 22 TVHT _W+W VHT PPDU or TVHT W-+W NON_HT PPDU.

TVHT_MODE_4C physical layer (PHY) protocol data unit (PPDU): One of the following PPDUs: A
Clause 22 TVHT 4W VHT PPDU or TVHT 4W NON_HT PPDU.

TVHT_MODE_4N physical layer (PHY) protocol data unit (PPDU): One of the following PPDUs: A
Clause 22 TVHT 2W+2W VHT PPDU or TVHT 2W+2W NON HT PPDU.

TVHT_W mask physical layer (PHY) protocol data unit (PPDU): One of the following PPDUs:

a)

b)

A Clause22 TVHT W very high throughput (VHT) PPDU (TX VECTOR parameter
CH BANDWIDTH set to TVHT W and TXVECTOR parameter FORMAT set to VHT)
transmitted using the TVHT W transmit spectral mask defined in 22.3.17.1

A Clause 22 TVHT W NON HT PPDU (TX VECTOR parameter CH BANDWIDTH set to
TVHT W, TXVECTOR parameter FORMAT set to NON HT, and TXVECTOR parameter
NON_HT MODULATION set to NON HT DUP OFDM) transmitted using the TVHT W
transmit spectral mask defined in 22.3.17.1

TVHT_W+W mask physical layer (PHY) protocol data unit (PPDU): One of the following PPDUs:

a)

A Clause 22 TVHT W+W very high throughput (VHT) PPDU (TX VECTOR parameter
CH_BANDWIDTH set to TVHT W+W and TXVECTOR parameter FORMAT set to VHT)
transmitted using the TVHT W+W transmit spectral mask defined in 22.3.17.1
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b) A Clause 22 TVHT W+W NON _HT PPDU (TX VECTOR parameter CH_ BANDWIDTH set to
TVHT W+W, TXVECTOR parameter FORMAT set to NON_HT, and TXVECTOR parameter
NON_HT MODULATION set to NON_HT DUP_OFDM) transmitted using the TVHT W+W
transmit spectral mask defined in 22.3.17.1

¢) A Clause 22 TVHT W VHT PPDU (TX_VECTOR parameter CH_ BANDWIDTH set to TVHT W
and TXVECTOR parameter FORMAT set to VHT) transmitted using the TVHT W+W transmit
spectral mask defined in 22.3.17.1

d) A Clause22 TVHT W NON _HT PPDU (TX VECTOR parameter CH BANDWIDTH set to
TVHT W, TXVECTOR parameter FORMAT set to NON_HT, and TXVECTOR parameter
NON_HT MODULATION set to NON_HT DUP_OFDM) transmitted using the TVHT W+W
transmit spectral mask defined in 22.3.17.1

unscheduled service period (SP): The period that is started when a quality-of-service (QoS) station (STA)
transmits a trigger frame to the QoS access point (AP).

uplink: A unidirectional link from a non-access point (non-AP) station (STA) to an access point (AP) or a
unidirectional link from a non-AP source directional multi-gigabit (DMG) STA to a non-AP destination
DMG STA.

user: An individual station or group of stations (STAs) identified by a single receive address (RA) in the
context of single-user multiple input, multiple output (SU-MIMO) or multi-user multiple input, multiple
output (MU-MIMO).

vendor organizationally unique identifier (OUI): An OUI that is not the IEEE 802.11 OUI (00-0F-AC)

very high throughput (VHT) basic service set (BSS): A BSS in which a Beacon frame transmitted by a
VHT station (STA) includes the VHT Operation element.

very high throughput (VHT) beamformee: A VHT station (STA) that receives a VHT physical layer
(PHY) protocol data unit (PPDU) that was transmitted using a beamforming steering matrix and that
supports the VHT transmit beamforming feedback mechanism.

very high throughput (VHT) beamformer: A VHT station (STA) that transmits a VHT physical layer
(PHY) protocol data unit (PPDU) using a beamforming steering matrix.

very high throughput (VHT) modulation and coding scheme (VHT-MCS): A specification of the VHT
physical layer (PHY) parameters that consists of modulation order (e.g., BPSK, QPSK, 16-QAM, 64-QAM,
256-QAM) and forward error correction (FEC) coding rate (e.g., 1/2, 2/3, 3/4, 5/6) and that is used in a VHT
PHY protocol data unit (PPDU).

very high throughput (VHT) multi-user (MU) physical layer (PHY) protocol data unit (PPDU): A
VHT PPDU with a format that is capable of carrying up to four PHY service data units (PSDUs) for up to
four users and is transmitted using the downlink multi-user multiple input, multiple output (DL-MU-MIMO)
technique.

very high throughput (VHT) physical layer (PHY) protocol data unit (PPDU): A PPDU transmitted
with the TXVECTOR parameter FORMAT equal to VHT.

very high throughput (VHT) single medium access control (MAC) protocol data unit (VHT single
MPDU): An MPDU that is the only MPDU in an aggregate MPDU (A-MPDU) carried in a VHT physical
layer (PHY) protocol data unit (PPDU) and that is carried in an A-MPDU subframe with the EOF subfield of
the MPDU delimiter field equal to 1.
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very high throughput (VHT) single-user-only (SU-only) beamformee: A VHT beamformee that does not
receive VHT multi-user (MU) physical layer (PHY) protocol data units (PPDUs).

very high throughput (VHT) single-user-only (SU-only) beamformer: A VHT beamformer that does not
transmit VHT multi-user (MU) physical layer (PHY) protocol data units (PPDUs).

very high throughput (VHT) single-user (SU) physical layer (PHY) protocol data unit (PPDU): A
VHT PPDU transmitted with the TXVECTOR parameters FORMAT equal to VHT and GROUP_ID equal
to 0 or 63.

white space map (WSM): Information on identified available frequencies that is obtained from a
geolocation database (GDB) and that is used by IEEE 802.11 stations (STAs).

wired equivalent privacy (WEP): A deprecated cryptographic data confidentiality algorithm specified by
this standard.

wireless network management (WNM) sleep mode: An extended power save mode for non-access-point
(non-AP) stations (STAs) whereby a non-AP STA need not listen for every delivery traffic indication map

(DTIM) Beacon frame and does not perform group temporal key/integrity group temporal key (GTK/IGTK)
updates.

3.3 Definitions specific to IEEE 802.11 operation in some regulatory domains

ISO 3166-1 defines the international two-letter designation for country names, and these designations are
included [in square brackets] at the end of each definition that has clear attribution to a regulatory domain.

contact verification signal (CVS): A signal sent by a geolocation database dependent (GDD) enabling
station (STA) to validate the list of available frequencies and to verify that the receiving GDD STA is within
reception range of the master white space device (WSD) [US].

personal/portable station (STA): A STA that uses network communications at unspecified locations [US].

television band device (TVBD): An intentional radiator that operates on an unlicensed basis on available
channels in the broadcast television frequency bands [US].

white space device (WSD): An entity that employs cognitive facilities to use white space spectrum without
causing harmful interference to protected services [EU].

3.4 Abbreviations and acronyms

3GPP 3rd Generation Partnership Project
40MC forty MHz capable
802.x LAN IEEE 802-based local area networks such as IEEE Std 802.3 and IEEE Std 802.11
AA authenticator address
AAA authentication, authorization, and accounting
AAD additional authentication data
A-BFT association beamforming training
AC access category
ACI access category index
Ack acknowledgment
ACM admission control mandatory
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ACU admission control unit
ADDBA add block acknowledgment
ADDTS add traffic stream
AES advanced encryption standard
AES-128-CMAC advanced encryption standard (with 128-bit key) cipher-based message
authentication code
AFC automatic frequency control
AGC automatic gain control
AID association identifier
AIFS arbitration interframe space
AIFSN arbitration interframe space number
AKM authentication and key management
AKMP authentication and key management protocol
A-MPDU aggregate MAC protocol data unit
AMPE authenticated mesh peering exchange
A-MSDU aggregate MAC service data unit
ANIPI average noise plus interference power indicator
ANonce authenticator nonce
ANPI average noise power indicator
ANQP access network query protocol
AP access point
APSD automatic power save delivery
ARP Address Resolution Protocol
AS authentication server
ASEL antenna selection
ASN.1 Abstract Syntax Notation One
ASRA additional step required for access
ATI announcement transmission interval
ATIM announcement traffic indication message
AV audio video
AWV antenna weight vector
BA block acknowledgment
BAR block acknowledgment request
BC beam combining
BCC binary convolutional code
BCU basic channel unit
BF beamforming
BHI beacon header interval
BIP broadcast/multicast integrity protocol
BPSK binary phase shift keying
BRP beam refinement protocol
BRPIFS beam refinement protocol interframe space
BSA basic service area
BSS basic service set
BSSID basic service set identifier
BT bit time
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BTI
BU

BW

CAP
CAQ
CBAP
CBC
CBC-MAC
CBP
CCA
CCK
CCM
CCMP
CCSR
CCSS
CF

CFP

CID
C-MPDU
CP
C-PSDU
CRC

cs

CSD

csI
CSM
CSMA/CA
CTR
CTS
CTS1
CTS2
Cvs

CW

DA
DBPSK
DCF
DCLA
DEI
DELBA
DELTS
DFS
DFT
DIFS
DLL
DL-MU-MIMO
DLS
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beacon transmission interval
bufferable unit

bandwidth

controlled access phase

channel availability query
contention based access period
cipher-block chaining

cipher-block chaining message authentication code
contention based protocol

clear channel assessment
complementary code keying

CTR with CBC-MAC

CTR with CBC-MAC Protocol
centralized coordination service root
centralized coordination service set
contention free

contention free period

Company ID

coded MPDU

contention period

coded PSDU

cyclic redundancy code

carrier sense

cyclic shift diversity

channel state information

channel schedule management
carrier sense multiple access with collision avoidance
counter mode

clear to send

clear to send 1

clear to send 2

contact verification signal
contention window

destination address

differential binary phase shift keying
distributed coordination function

dc level adjustment

drop eligibility indicator

delete block acknowledgment

delete traffic stream

dynamic frequency selection
discrete Fourier transform
distributed (coordination function) interframe space
data link layer

downlink multi-user multiple input, multiple output
direct-link setup
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DLTF
DMG
DMS
DMSID
DN

DO

Dp
DQPSK
DR

DS

DSAF
DSCP
DSE
DSM

DSS
DSSS
DST

DTI
DTIM
DTP

EAP
EAPOL
EAS

EBR
ECAPC
ECS

ED
EDCA
EDCAF
EDT
EHCC
EIFS
EIRP
ELTF
EOF
EOSP
EPD

ERP
ERP-CCK
ERP-DSSS
ERP-DSSS/CCK
ERP-OFDM
ESA

ESP

ESR

ESS
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Data Long Training field

directional multi-gigabit

directed multicast service

directed multicast service identifier
destination network

DFS owner

desensitization

differential quadrature phase shift keying
data rate

distribution system

distribution system access function
differentiated services code point

dynamic station enablement

distribution system medium

distribution system service

direct sequence spread spectrum

daylight saving time

data transfer interval

delivery traffic indication map

dynamic tone pairing

Extensible Authentication Protocol (IETF RFC 3748 [B42])
Extensible Authentication Protocol over LANs (IEEE Std 802.1X-2010)
emergency alert system

expedited bandwidth request

extended centralized AP or PCP cluster
extended channel switching

energy detection

enhanced distributed channel access
enhanced distributed channel access function
eastern daylight time

extended hyperbolic congruence code
extended interframe space

equivalent isotropically radiated power
Extension Long Training field

end-of-frame

end of service period

EtherType Protocol Discrimination (IEEE Std 802-2014)
extended rate PHY

extended rate PHY using CCK modulation
extended rate PHY using DSSS modulation
extended rate PHY using DSSS or CCK modulation
extended rate PHY using OFDM modulation
extended service area

estimated service parameters

emergency services reachable

extended service set
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EST
EVM
FCS
FD-AF
FEC
FER
FFC
FFE
FFT
FIFO
FMS
FMSID
FOV
FSM
FST
FSTS
FT
FTAA
FTE
FTM
FTO
GANN
GAS
GATS
GCM
GCMP
GCR
GCR-A
GCR-SP
GDB
GDD
GFSK
GI

GID
GMK
GNonce
GP
GPRS
GPS
GQMF
GTK
GTKSA
HC
HCC
HCCA
HCF
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eastern standard time

error vector magnitude

frame check sequence

full-duplex amplify-and-forward
forward error correction

frame error ratio

finite field cryptography

finite field element

Fast Fourier Transform

first in first out

flexible multicast service

flexible multicast stream identifier
field of view

finite state machine

fast session transfer

fast session transfer session

fast BSS transition

fast BSS transition authentication algorithm
fast BSS transition element

fine timing measurement

fast BSS transition originator

gate announcement

generic advertisement service

group addressed transmission service
Galois/counter mode

Galois/Counter Mode Protocol
groupcast with retries

groupcast with retries active
groupcast with retries service period
geolocation database

geolocation database dependent
Gaussian frequency shift key or keying
guard interval

group identifier

group master key

group nonce

grant period

general packet radio service

Global Positioning System

group addressed quality-of-service Management frame
group temporal key

group temporal key security association
hybrid coordinator

hyperbolic congruence code

HCEF controlled channel access
hybrid coordination function
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HD-DF

HEC

HELD

HEMM
HESSID
HIPERLAN
HPA

HR/DSSS
HR/DSSS/short

HT
HTC
HT-GF-STF
HT-SIG
HT-STF
HTTP
HTTPS
HWMP
HWMP SN
IBSS
ICMP
ICV
IDFT
IFFT
IFS
IGTK
IGTKSA
IMp
INonce
1PI

IPN
IQMF
1/Q
ISM
ISS
IUT

v
KCK
KDE
KDF
KEK
LAN
LBIFS
LCI
LDPC
LFSR
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half-duplex decode-and-forward

header error check

HTTP-enabled location delivery

HCCA, EDCA mixed mode

homogenous extended service set identifier
high-performance radio local area network
high power amplifier

high rate direct sequence spread spectrum using the long preamble and header
high rate direct sequence spread spectrum using the optional short preamble and

header mode

high-throughput

high-throughput control

high-throughput Greenfield Short Training field
high-throughput SIGNAL field
high-throughput Short Training field

hyptertext transfer protocol

hyptertext transfer protocol secure

hybrid wireless mesh protocol

hybrid wireless mesh protocol sequence number
independent basic service set

Internet Control Message Protocol

integrity check value

inverse discrete Fourier transform

inverse Fast Fourier Transform

interframe space

integrity group temporal key

integrity group temporal key security association
intermodulation protection

initiator nonce

idle power indicator

IGTK packet number

individually addressed quality-of-service Management frame
in phase and quadrature

industrial, scientific, and medical

initiator sector sweep

implementation under test

initialization vector

EAPOL-Key confirmation key

key data encapsulation

key derivation function

EAPOL-Key encryption key

local area network

long beamforming interframe space

location configuration information

low-density parity check

linear feedback shift register
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LGR legendre symbol

LLC logical link control

L-LTF non-HT Long Training field

LME layer management entity

LNA low noise amplifier

LP low power

LPD LLC Protocol Discrimination (IEEE Std 802-2014)
LRC long retry count

LSB least significant bit

L-SIG non-HT SIGNAL field

L-STF non-HT Short Training field

LTF Long Training field

MAC medium access control

MAC 1 initiator mac address

MAC P peer mac address

MAF MCCA access fraction

MBCA mesh beacon collision avoidance
MBIFS medium beamforming interframe space
MBSS mesh basic service set

MCCA MCF controlled channel access
MCCAOP MCEF controlled channel access opportunity
MCF mesh coordination function

MCS modulation and coding scheme

MDE Mobility Domain element

MDID mobility domain identifier

MFB MCS feedback

MFPC management frame protection capable
MFPR management frame protection required
MFSI MCS feedback sequence identifier
MGTK mesh group temporal key

MIB management information base

MIC message integrity code

MID multiple sector identifier

MIDC multiple sector identifier capture

MIH media-independent handover

MIMO multiple input, multiple output

MLME MAC sublayer management entity
MLPP multi-level precedence and preemption
MME Management MIC element

MMPDU MAC management protocol data unit
MMS multiple MAC sublayers

MMSL multiple MAC sublayers link
MM-SME multiple MAC station management entity
MPDU MAC protocol data unit

MPM mesh peering management

MRQ MCS request
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MSB most significant bit

MSDU MAC service data unit

MSGCF MAC state generic convergence function
MSI MRQ sequence identifier

MSK master session key

MTK mesh temporal key

MU multi-user

MU-MIMO multi-user multiple input, multiple output
N/A not applicable

NAI network access identifier

NAS network access server

NAV network allocation vector

NCC network channel control

NDP null data packet

NonERP nonextended rate PHY

NSS number of spatial streams

NTP Network Time Protocol (IETF RFC 1305 [B27])
OBSS overlapping basic service set

OCB outside the context of a BSS

OCT on-channel tunneling

OFDM orthogonal frequency division multiplexing
Ol organization identifier

OSI Open Systems Interconnection (ISO/IEC 7498-1:1994)
OUI organizationally unique identifier

PAE port access entity (IEEE Std 802.1X-2010)
PBAC protected block ack agreement capable
PBSS personal basic service set

PC point coordinator

PCF point coordination function

PCP PBSS control point

PCPS PBSS control point service

PCO phased coexistence operation

PDU protocol data unit

PER packet error ratio

PERR path error

PHB per-hop behavior

PHY physical layer

PHYCS PHY carrier sense

PHYED PHY energy detection

PICS protocol implementation conformance statement
PIFS point (coordination function) interframe space
PLME physical layer management entity

PLW PSDU length word

PMK pairwise master key

PMKID pairwise master key identifier

PMK-RO pairwise master key, first level
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PMK-R1
PMKSA
PN

PN
PNonce
PP

PP A-MSDU
PPDU
PREP
PREQ
PRF
PRNG
PS

PSAP
PSDU
PSF

PSK
PSM
PSMP
PSMP-DTT
PSMP-UTT
PTI

PTK
PTKSA
PTP TSPEC
PWE
PXU
PXUC
QAB
QACM
QAM
QBPSK
QLDRC
QLRC
QMF
QoS
QPSK
QSDRC
QSRC
ROKH
ROKH-ID
R1KH
R1KH-ID
RA
RADIUS
RANN
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pairwise master key, second level

pairwise master key security association

packet number

pseudonoise (code sequence)

peer nonce

polling period

payload protected aggregate MAC service data unit
PHY protocol data unit

path reply

path request

pseudorandom function

pseudorandom number generator

power save (mode)

public safety answering point

PHY service data unit

PHY Signaling field

preshared key

power save mode

power save multi-poll

power save multi-poll downlink transmission time
power save multi-poll uplink transmission time
peer traffic indication

pairwise transient key

pairwise transient key security association
peer-to-peer traffic specification

password element of an ECC group

proxy update

proxy update confirmation

quieting adjacent BSS

QMF access category mapping

quadrature amplitude modulation

quadrature binary phase shift keying

QoS long drop-eligible retry counter

QoS long retry counter

quality-of-service Management frame

quality of service

quadrature phase shift keying

QoS short drop-eligible retry counter

QoS short retry counter

PMK-RO key holder in the Authenticator
PMK-RO key holder identifier in the Authenticator
PMK-R1 key holder in the Authenticator
PMK-R1 key holder identifier in the Authenticator
receiver address or receiving station address
remote authentication dial-in user service (IETF RFC 2865 [B33])
root announcement

178
Copyright © 2016 IEEE. All rights reserved.



IEEE Std 802.11-2016

IEEE Standard for Information Technology—Local and Metropolitan Area Networks—Specific Requirements

RAV
RCPI
RD
RDE
RDG
RDS
REDS
RF

RFC
RIC
RIFS
RLAN
RLQP
RLS
RLSS
ROC
RPI
RRB
RSC
RSN
RSNA
RSNE
RSNI
RSPI
RSS
RSSI
RTS
RTT

RX
RXASSI
RXASSR
RXSS
SOKH
SOKH-ID
S1KH
S1KH-ID
SA

SAE
SAP
S-AP
S-APSD
SA Query
SBIFS
SC

SCA
SCB
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resource allocation vector

received channel power indicator
reverse direction

RIC Data element

reverse direction grant

relay DMG STA

relay endpoint DMG STA

radio frequency

request for comments

resource information container

reduced interframe space

radio local area network

registered location query protocol

relay link setup

registered location secure server

relay operation type change

receive power indicator

remote request broker

receive sequence counter

robust security network

robust security network association
Robust Security Network element
received signal-to-noise indicator
receiver service period initiated
responder sector sweep

receive signal strength indicator

request to send

round trip time

receive or receiver

receive antenna selection sounding indication
receive antenna selection sounding request
receive sector sweep

PMK-RO key holder in the Supplicant
PMK-RO key holder identifier in the Supplicant
PMK-R1 key holder in the Supplicant
PMK-R1 key holder identifier in the Supplicant
source address

simultaneous authentication of equals
service access point

synchronization access point

scheduled automatic power save delivery
security association query

short beamforming interframe space
single carrier

secondary channel above

secondary channel below
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SCN
SCS
SCSID
SDL
SDU
SEMM
SFD
SKCK
SKEK
SI

SIFS
SLRC
SLS
SM
SME
SMK
SMKSA
SMT
SNAP
SNonce
SNR
SP

SPA
SPCA
S-PCP
SPP A-MSDU
SPR
SPSH
SQ
SRC

SS
SSID
SSpP
SSPN
SSRC
SSW
STA
STBC
STF
STK
STKSA
STSL
STT
SuU
SU-MIMO
SYNC
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no secondary channel

stream classification service

stream classification service identifier
specification and description language
service data unit

SPCA-EDCA mixed mode

start frame delimiter

STSL key confirmation key

STSL key encryption key

service interval

short interframe space

station long retry count

sector-level sweep

spatial multiplexing

station management entity

STSL master key

STSL master key security association
station management

Sub-Network Access Protocol
supplicant nonce

signal-to-noise ratio

service period

supplicant address

service period channel access
synchronization PBSS control point
signaling and payload protected aggregate MAC service data unit
service period request

spatial sharing

signal quality (PN code correlation strength)
short retry count

station service

service set identifier

subscription service provider
subscription service provider network
station short retry count

sector sweep

station

space-time block coding

Short Training field

STSL transient key

STSL transient key security association
station-to-station link

selective translation table

single-user

single-user multiple input, multiple output
synchronization
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TA transmitter address or transmitting station address

TAI Temps Atomique International (International Atomic Time)

TBTT target beacon transmission time

TC traffic category

TCLAS traffic classification

TDDTI time division data transfer interval

TDLS tunneled direct-link setup

TFS traffic filtering service

TID traffic identifier

TIE Timeout Interval element

TIM traffic indication map

T