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Background
Not all facets of security involve hardware and software

Other facets that need to be considered:
◦ Policies and Procedures

◦ Roles and Responsibilities

◦ Resource allocation

◦ Business functions

◦ Legal, regulatory, and other requirements (HIPAA, PII, trade secrets, etc.)

◦ Many others

A viable security program needs to consider them all
◦ If not, something will be overlooked and exploited! 



Background
There have been many different standards and frameworks that have been developed to 
address cybersecurity within an organization

The creators of these standards and frameworks often have different “audiences”
◦ Some, such as NIST, are specific to a country – for NIST, that is the U.S.

◦ Others, such as ISO standards, are international
◦ ISO: International Organization for Standardization

◦ Others might be related to a specific industry or task
◦ PCI DSS – The Payment Card Industry, Data Security Standard applies to organizations that handle credit card transactions

◦ BSIMM – The Building Security In Maturity Model is for developing secure software

There are quite a few of these standards, and some overlap
◦ For example, a government agency that processes credit cards would have to follow NIST and PCI DSS



Purpose of Frameworks and Standards
The field of cybersecurity is very, very broad

For an organization that is just starting a cybersecurity program, they may not know where to 
even begin

Frameworks can help address:
◦ What areas to include in a security program

◦ What aspects of security need to be considered

◦ What the critical security functions are

◦ What order security functions need to be implemented

◦ Understanding what is actually necessary



Organisation for Economic Co-operation 
and Development (OECD)
OECD is an “intergovernmental economic organization” with 38 member countries

One of the roles of the OECD is to identify best practices

One of their publications is:
◦ Digital Security Risk Management for Economic and Social Prosperity

◦ Published in 2015

◦ https://www.oecd.org/digital/ieconomy/digital-security-risk-management.pdf

The purpose of this document (from the Foreward):
◦ This OECD Recommendation on Digital Security Risk Management for Economic and Social Prosperity 

and its Companion Document provide guidance for a new generation of national strategies on the 
management of digital security risk aimed to optimize the economic and social benefits expected from 
digital openness. 

This document provides four general, and four operational principles

https://www.oecd.org/digital/ieconomy/digital-security-risk-management.pdf


OECD General Principles
Principles Description

Awareness, skills, and empowerment All stakeholders should understand digital security risk and how to manage it. 

Responsibility All stakeholders should take responsibility for the management of digital security risk.

Human rights and fundamental values All stakeholders should manage digital security risk in a transparent manner and consistently with human 
rights and fundamental values.

Co-operation All stakeholders should co-operate, including across borders. 

From: Digital Security Risk Management for Economic and Social Prosperity
https://www.oecd.org/digital/ieconomy/digital-security-risk-management.pdf

https://www.oecd.org/digital/ieconomy/digital-security-risk-management.pdf


OECD Operational Principles
Principles Description

Risk assessment and treatment cycle Leaders and decision makers should ensure that digital security risk is treated on the basis of continuous 
risk assessment.

Security measures Leaders and decision makers should ensure that security measures are appropriate to and commensurate 
with the risk.

Innovation Leaders and decision makers should ensure that innovation is considered.

Preparedness and continuity Leaders and decision makers should ensure that a preparedness and continuity plan is adopted.

From: Digital Security Risk Management for Economic and Social Prosperity
https://www.oecd.org/digital/ieconomy/digital-security-risk-management.pdf

https://www.oecd.org/digital/ieconomy/digital-security-risk-management.pdf


ISO 27001
Unfortunately, unlike NIST, these are not free standards, and cannot readily be referenced 
without purchasing them

The purpose of ISO 27001 is to provide a universal methodology for:
◦ The implementation, management, and maintenance of information security within a company. 

An organization seeks to get ISO 27001 certified to demonstrate:
◦ Their Information Security Management System (ISMS) comply with documented standards

◦ This is often used to meet contractual obligations – especially for those involving government or critical 
infrastructures

◦ Other reasons for getting certified:
◦ Demonstrate the maturity of their information security environment

◦ Gain a competitive uniqueness against their competition."

This standard adopts the “Plan-Do-Check-Act” (PDCA) model, which is applied to all 



ISO 27001 – PDCA Model
Plan: Establish the ISMS

◦ Establish ISMS policy, objectives, processes, and 
procedures relevant to managing risk and improving 
information security to deliver results in accordance with 
an organization's overall policies and objectives.

Do: Implement and operate the ISMS
◦ Implement and operate the ISMS policy, controls, 

processes, and procesures.

Check: Monitor and review the ISMS
◦ Assess and, where applicable, measure process 

performance against ISMS policy, objectives and practical 
experience and report the results to management for 
review.

Act: Maintain and improve the ISMS
◦ Take corrective and preventive actions, based on the 

results of the internal ISMS audit and management review 
or other relevant information, to achieve continual 
improvement of the ISMS.

Reference: ISO 27001 from 2005



COBIT
From Wikipedia:

◦ COBIT (Control Objectives for Information and Related Technologies) is a framework created by ISACA for 
information technology (IT) management and IT governance.

◦ https://en.wikipedia.org/wiki/COBIT

The components from COBIT 5 (this has been superseded by COBIT 2019) from Wikipedia:
◦ Framework: Organizes IT governance objectives and good practices by IT domains and processes and 

links them to business requirements.

◦ Process descriptions: A reference process model and common language for everyone in an organization. 
The processes map to responsibility areas of plan, build, run, and monitor.

◦ Control objectives: Provides a complete set of high-level requirements to be considered by 
management for effective control of each IT process.

◦ Management guidelines: Helps assign responsibility, agree on objectives, measure performance, and 
illustrate interrelationship with other processes.

◦ Maturity models: Assesses maturity and capability per process and helps to address gaps.

https://en.wikipedia.org/wiki/COBIT


COBIT2019
Watch: V1.0 COBIT2019 Overview by Mark Thomas 

◦ https://www.youtube.com/watch?v=Zq5ZHIPs3TI

Note that there are now two sets of principles:
◦ Governance System Principles: provide stakeholder value, holistic approach, dynamic governance 

system, governance distinct from management, tailored to enterprise needs, end-to-end governance 
system

◦ Governance Framework Principles: Based on conceptual model, open and flexible, aligned to major 
standards

https://www.youtube.com/watch?v=Zq5ZHIPs3TI


NIST Cybersecurity Framework: 
Background
In February 2013, President Obama issued Executive Order (EO) 13636, Improving Critical 
Infrastructure Cybersecurity

◦ This EO directed NIST to develop a voluntary framework for reducing cyber risks to critical infrastructure

The NIST Cybersecurity Framework (CSF) was the result of this effort

From NIST:
◦ NIST initially produced the Framework in 2014 and updated it in April 2018 with CSF 1.1. Based on stakeholder 

feedback, in order to reflect the ever-evolving cybersecurity landscape and to help organizations more easily 
and effectively manage cybersecurity risk, NIST is planning a new, more significant update to the Framework: 
CSF 2.0.

◦ https://www.nist.gov/cyberframework/updating-nist-cybersecurity-framework-journey-csf-20

Unlike commercial frameworks, the NIST CSF can be found on their website:
◦ https://www.nist.gov/cyberframework

https://www.nist.gov/cyberframework/updating-nist-cybersecurity-framework-journey-csf-20
https://www.nist.gov/cyberframework


NIST Cybersecurity Framework
The CSF is incredibly large and detailed

◦ Watch: The Cybersecurity Framework, NIST
◦ https://www.youtube.com/watch?v=J9ToNuwmyF0

Fortunately, NIST provides a number of materials that can assist in learning about and 
understanding the CSF

◦ Review: The Cybersecurity Framework, Version 1.1, October 2019
◦ Make note of the Primary Components: Core, Profiles, and Implementation tiers

◦ The components of the Framework Core: Identify, Protect, Detect, Respond, Recover

◦ The structure of the Framework: Function, Category, Subcategory, and Informative References

◦ The implementation tiers: Partial, Risk Informed, Repeatable, and Adaptive

◦ https://www.nist.gov/document/cybersecurityframeworkv1-1presentationpptx

◦ Read: NIST Special Publication 1271: Getting Started with the NIST Cybersecurity Framework
◦ https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.1271.pdf

https://www.youtube.com/watch?v=J9ToNuwmyF0
https://www.nist.gov/document/cybersecurityframeworkv1-1presentationpptx
https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.1271.pdf


NIST Cybersecurity Framework
Read: Framework for Improving Critical 
Infrastructure Cybersecurity Version 1.1, 
National Institute of Standards and 
Technology, April 16, 2018

◦ Sections 1.0 to 4.0 (pages 1-21)

◦ https://www.nist.gov/cyberframework/framewo
rk

◦ Direct link to PDF: 
https://doi.org/10.6028/NIST.CSWP.04162018

◦ You are responsible for the content in those 
sections 

From the CSF, pay special attention to:
◦ The components of the Framework: Core, Tiers, 

and Profiles

◦ Definitions of Functions, Categories, 
Subcategories, and Informative References

◦ The definitions of the 5 Core Functions

◦ The tier definitions and components

◦ The definition of a Framework Profile

◦ How information flows in an organization using 
the framework

◦ How the CSF supports supply chain risk 
management (SCRM)

https://www.nist.gov/cyberframework/framework
https://doi.org/10.6028/NIST.CSWP.04162018


NIST CSF
In addition, look over the appendices for the CSF

Note how the Functions and Categories fit together
◦ See the diagram to the right

Also, select a few of the entries in Table 2, and see 
the level of detail in this framework

◦ You are not expected to memorize any of these 
entries, but you should be familiar with how the 
components of each entry relate



NIST CSF Informative Reference
The reason the CSF only provides references is the sheer size of the referenced material

For example, one reference is NIST SP 800-53 Rev. 4: Security and Privacy Controls for 
Information Systems and Organizations

◦ SP800-53 is now on Rev. 5, which is 492 pages

◦ Contains over 1000 controls

If the CSF were to include the references from CIS CSC, COBIT 5, ISA 62443-2-1:2009, ISO/IEC 
27001:2013 and NIST SP 800-53 Rev. 4 it would be thousands of pages, and unusable as a 
practical reference



Software Security
Quote from Dr. Gene Spafford:

◦ The only truly secure system is one that is powered off, cast in a block of concrete and sealed in a lead-
lined room with armed guards - and even then I have my doubts.

◦ Computer Recreations: Of Worms, Viruses and Core War by A. K. Dewdney in Scientific American, March 
1989, pp 110.

While it is possible to program trivial programs that are “provably correct” it is not possible for 
the general case

◦ There is just not enough time or resources to do so outside of incredibly specific use cases

◦ Even then, the hardware exists in an analog world, and power surges, overheating, or even an “alpha 
strike” can unexpectedly change the data creating errors
◦ https://en.wikipedia.org/wiki/Alpha_strike_(engineering)

◦ There are also malicious attacks to consider, like Row Hammer that can affect RAM due to the physical 
design of the memory components
◦ https://en.wikipedia.org/wiki/Row_hammer

https://en.wikipedia.org/wiki/Alpha_strike_(engineering)
https://en.wikipedia.org/wiki/Row_hammer


BSIMM12
Another aspect to consider is that, in practice, functionality is given priority over security

◦ Which means security is “added on” at the end

◦ This usually gives poor results

One method to develop secure software is to utilize a model for developing a secure system

BSIMM: Building Security In Maturity Model

According to their FAQ:

What is BSIMM?
◦ BSIMM (pronounced “bee simm”) is short for Building Security In Maturity Model. BSIMM is a study of 

real-world software security initiatives organized so that you can determine where you stand with your 
software security initiative and how to evolve your efforts over time.

◦ https://www.bsimm.com/about/faq.html

https://www.bsimm.com/about/faq.html


BSIMM12
More from their FAQ:

Why software security?
◦ Software security is about building software to be secure even when it’s under attack. As we’ve learned from 

years of reviewing network security breaches, protecting software is much easier if the software is built with 
security in mind. Furthermore, security is a property and not a thing, so software security—being resistant to 
attack—involves much more than simply adding security features like encryption or passwords to software.

History, from BSIMM12: 2021 Insights & Trends Report
◦ https://www.bsimm.com/content/dam/bsimm/reports/bsimm12.pdf
◦ In 2008, consultant, research, and data experts from what is now the Synopsys Software Integrity Group set 

out to gather data on the different paths that organizations take to address the challenges of securing 
software. Their goal was to examine organizations that were highly effective in software security initiatives, 
to conduct in-person interviews on those organizations’ activities, and to publish their findings.

The result was the Building Security In Maturity Model (better known as the BSIMM)—a descriptive model that 
provides a baseline of observed activities for software security initiatives. Because these initiatives often use 
different methodologies and different terminology, the BSIMM also creates a common vocabulary for software 
security initiatives.

Reference: BSIMM FAQ: https://www.bsimm.com/about/faq.html

https://www.bsimm.com/content/dam/bsimm/reports/bsimm12.pdf
https://www.bsimm.com/about/faq.html


BSIMM12
More from their FAQ:

Whom did you study?
◦ There are 128 firms included in BSIMM12. On average, they had practiced software security for 4.4 years 

at the time of their current assessment (with values ranging from less than a year to 16 years as of 
September 2021). All 128 firms agree that the success of their initiatives hinges on having an internal 
group devoted to software security—a software security group (SSG). The average size of an SSG is 
22.2 people (the smallest is 1, the largest is 892, and the median is 7.0). Often there is a satellite group 
of others (developers, architects, and people in the organization directly engaged in and promoting 
software security), and that group on average consists of 50.4 people (the smallest is 0, the largest is 
1,500, and the median is 1). The average number of developers in participating organizations is 3,113.6 
(the smallest is 5, the largest is 100,000, and the median is 850), yielding an average ratio of SSG to 
development of 2.59% (the median is 0.74%).
All told, BSIMM describes the work of 9,285 SSG members and satellite staff working together to secure 
software that powers—nearly 153,519 applications—and is built by 398,544 developers.

Reference: BSIMM FAQ: https://www.bsimm.com/about/faq.html

https://www.bsimm.com/about/faq.html


BSIMM12
You should be familiar with the 4 domains and 
12 practices that make up BSIMM12

◦ https://www.bsimm.com/content/dam/bsimm/r
eports/bsimm12.pdf

https://www.bsimm.com/content/dam/bsimm/reports/bsimm12.pdf


BSIMM Skeleton
In a maturity model, there are levels that an organization attempts to achieve

Increasing levels indicate the use of more mature practices
◦ BSIMM has grouped their 12 practices into descriptions of activities that firms were conducting at the 

three different levels

◦ The following charts illustrate this for each of the domains, identifying the different activities for each of 
the levels for each domain



BSIMM Skeleton - Governance



BSIMM Skeleton - Intelligence



BSIMM Skeleton – SSDL Touchpoints



BSIMM Skeleton - Deployment



BSIMM Ratings and Improvements
From the FAQ:

Is everybody in the study equally good at 
software security?

◦ No. By computing a score for each firm in the study, 
we can also take a look at relative maturity and 
average maturity for one firm against the others. 
The majority of BSIMM12 participants have a score 
in the 31 to 40 range, with an average SSG age of 
4.1 years.

We’re pleased that BSIMM continues to grow year 
after year. The BSIMM project has grown from 9 
participating companies in 2008 to 128 in 2021, 
with now nearly 3,000 software security group 
members and over 6,000 satellite (aka “security 
champions”) members. 

Reference: BSIMM FAQ: https://www.bsimm.com/about/faq.html

https://www.bsimm.com/about/faq.html


One Last Framework
Based on the CSF, NISTIR 7621 Revision 1 Small Business Information Security: The 
Fundamentals, modified the CSF specifically for small businesses who may not have as many 
resources as a larger organization

◦ https://nvlpubs.nist.gov/nistpubs/ir/2016/NIST.IR.7621r1.pdf

You will be reviewing this document as part of Assignment 1, and it will be a good reference for 
your course project

https://nvlpubs.nist.gov/nistpubs/ir/2016/NIST.IR.7621r1.pdf

